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1. fEHISpringSecurit vl B it 858 public void doFilter(ServletReq
* DelegatingFilterP:
elesatinstiiteriyoxy delegateToUse = this. initDelegate (wae) ;
. \
’”
s FilterChainProxy extend protected Filter initDelegate(WebApplicationContext wac) throws ServletExcep
-l String targetBeanName = this. getTargetBeanName() ;
List<Filters filters = this setFilters ((H Assert. state( expression: targetBeanName |= mull, Mescage: “No target
. - Filter delegate = (Filter)wac. getBean(targetBeanName, Filter. class):
if (this. isTargetFilterLifecyele())
L .
AT EEREO
UserDetailsServicelil  : SRNEEAPSNEBLR PasswordEncoder
HiEnEED |, BIEOIUser T R BB NG
* Bl namePasswordA icationFilter, E5=7
+ AEEXMUserDetailService, HETHAHIRITR, EDUser AR,
B User HREHSAERBHAR
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Spring Security e

<groupId>ore. springframework. boot</groupId

AFEB <artifactId>spring-hoot-starter—parent</artifactId>
[iversion>2. 2. 1. RELEASE</ version]
B3 #FEspringboot T <{relativePath/> </— Jcok parent from repository —>

{/parent>
4 " @RestController

B SIAMKAKE <dependency> @RequestMapping ("/test”)

<{groupldrorg. springframework. boot</groupld> public class TestController {

B S control ler T </de!(::i::;:[d)sprinrboot*starter*secu:rity(/artifactId) gGe tiapping (“hello")
public String hello() [
return “hello security",|
J
B2 user :
EBRERHEN KT

enerated security password:

03- NI'TEH

web? e e .
RS 1. RESRMAF AT * AR
) Wi Baht. EHRETH 7 application.properties |
(2) £81 N 1 server. port=8111
FfA. BEdREX ) 5 : NP
2 spring. security. user. name=atguigu

F=HTA: AERESIME 3 spring. security. user. password=atguigu

@Configuration
+ WHAEX  public class SecurityConfiz extends WebSecurityConfigurerddapter [
@0verride
protected void configure (AuthenticationManagerBuilder auth) throws Exception {
BCryptPasswordEncoder passwordEncoder = new BCryptPasswordEncoder () ;
String password = passwordEncoder. encode ( rawPassword: "123%) ;

auth. inMemoryAuthentication (). withUser ( username: “luey”). password (password). roles("admin”)

@Bean
PasswordEncoder password() |

return new BCryptPasswordEncoder() ;

. } w

- - - - N
@Service ("userDetailsService”)
public class MyUserDetailsService implements UserDetailsService {

+ AERTIARE @verride

£ TR, BEEH  userDetail sService B public UserDetails loadUserByUsername(String s) throws UsernameNotFoundH

List<{GrantedAuthority> auths =
F=F HSTIK, BlUserdR, Userd RN P EFWMERFHR AuthorityUtils. commaSeparatedStringToduthorstyList( authorit

return new User ( username: “mary”,

EConfiguration new BCryptPasswordEncoder (). encode ( rawPassword: “1237) | auth
public class SecurityConfigTest extends WebSecurityConfigurerAdapter }

@Autowired }

private UserDetailsService userDetailsService;

@0verride

protected void configure (AuthenticationManagerBuilder auth) throws Exceptiorf -
auth. userDetailsService (userDetailsService). passwordEncoder (password()) |

i

@Bean

PasswordEncoder password() { return new BCryptPasswordEncoder(); }
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<dependency>
<groupId>com. bacmidou</groupId>
{artifactId'mybatis—plus-boot-starter{/artifactId>
<version>3. 0. 5</version>

EETI h

[ o F1 &8 G e

E El demo
© ) Tables
= [ users

[ username, varchar(L(
[ password, varchar(L(

B=4 GlFkusersEA MR

</ dependency>
Py . @Data
é' )I public class Users
ivate Int id;
<groupld>mysql</groupld> prfvate S: \?ger B
<artifactId’mysql-connector—javal/artifactId> pr?vate StIllng use rdv
private String password;
</dependency>
J
\ v,
4 . . » N
N . Fhi fEMyUserDetailsServicel Almapper Bl 75 £ EWE
ry3b #R [ ]y B o e
EO e, GEBO, %R A et e i
QueryWrapper{Users> wrapper = new QueryWrapper() ;
public interface Usersllapper extends BaselMapper<Users> . eern
) wrapper. eq( column: “username”, username) ;
Users users = usersMapper. selectOne (wrapper) ;
if(users == null) { /27 REHFE, NFXRH
Bk EEEFIER TapperScan throw new UsernameNotFoundExzeeption("FAPZRAFE! ) ;
@SpringBootApplication L card m o
@MapperScan (“eom atguigu. securitydemol. mapper”) List<GrantedAuthority> puths = .
publie class Securitydemoldpplication | AuthorityUtils. compaSeparatedStringToduthoritylist( auttfority
public static void main(String[] args) { Springipp
\ new BCryptPasswordEncoder (). encode (users. getPassword () )Jautt

BhE mEREERS

spring. datasource. username=root

spring. datasource. password=root

spring. datasource. driver—classname=com. mysql. cj. jdbc. Driver

spring. datasource. url=jdbc :mysql : //1ocalhost : 3306/ demo?serverTimezone=CMT%2B8
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2. $/EAAX A, controller
——
hput type="text” am:

1. R E XSO MRS protected void configure (HttpSecurity http) throws Exception | h

http. fornlogin()  /HELH 5.
. loginPage ("/login. html”)
. loginProcessinglrl (" /user/login”)
. defaultSuceessUrl (“/test/index”) . permitAll ()

Tand (). authurlzeKe:lT.lests ()

. antMatchers( ..antPatterns: “/”, “/test/hello”, "/user/login”). IermitAll
.anI'R_rﬁ_rrme Equest ). autnenticateay

.and (). esrf (). disable() :
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1. 1EEE26R B =0 e b TR R
#|— 1A hashuthority H3k )

REF. AEA

R A TSN |, WEEE true, SWE B alse . antMatchers( ..antPatterns: “/test/index”). hasAuthority (“admins”)

2. #UserDetailsService, IBEEUser KB HARNM
BHWFRR 403

antedAuthority> auths =

- (type=Forbidden, status=403). AuthorityUtils. commaSeparatedStringToduthorityiist( authorityString: “admins®) ;

HEIT4 A hasAnyAuthority fik

2,

PPN - . antMatchers( ..antPatterns: */test/index”). hasAnyAuthority ( ..authorities: mnager')
A S S R

(TR MBS RIS rantedAuthority> auths =

I ) BNE | iEElue.

AuthorityUtils. commaSeparatedStringToduthorityList( authorityString: “admins”) :

E=AHhk: hasRole 7% / sRol

. antMatchers ( ..antPatterns: “/test/index”). hasRole ("sale”)
WMRLSFHEREEENA® , WiEEirue

b ftylz thoritySt : "admi
return “hasRole( ROLE_” + role = ™) '4u:1mr1 tyList( authorityString: “admins

M4 A3 hasAnyRole

tytist( authoritySiring: “adnin, role RoLE_adnin,oLe_role"));

FET P EEEA— LR
.
s
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Whitelabel Error Page
“ .
This application has no explicit mapping for ferror, so you are seeing this as a fallback. fOvesride
protected void configure (HttpSecurity http) throws Exception {
Sun Sep 27 16:32:26 CST 2020 / ERER BEEEXARE
There was an unexpected error (type=Forbidden, status=403).
3 http
Forbidden

. exceptionHandling (). accessDeniedPage ("/unauth. html”) ;

R BIREUR !

08- web PR E-ELE 403 Jila| W&



YUrsrz=
TAHEA R ER

d -
1. BEbE (REX) ASHE
@EnableGlobalMethodSecurity (securedEnabled=true)
public class SecuritydemolApplication {I
3, userDetailsServiceilgEFIF @G

%— @Secured

* BFRERARE , tlllinimyyik

2, {Econtrollerfyyyik FHEFIRE . @SR
woritylist( authorityString: “admins, ROLE_sale”) ;

@GetMapping ("update”)
@Secured ({"ROLE_sale”, “ROLE_manager”} )

| public String update() {

7

5~ @PreAuthorize

1. BaHEER
@EnableGloballlethodSecurity (securedEnabled=true, prePostEnabled = true)

public class Securitvdemolipplication {
f

Fikz A TiaR
2, frcontrollerf75i% LEEINE
@GetMapping ("update”)
//8Secured ([ "ROLE_sale”, "ROLE_manager})
@PreAuthorize ("hasAnyAuthority (" admins’) ™)
public String update() {
\ 7

8= @PostAuthorize

@EnableGlobalMethodSecurity (securedEnabled=true, prePostEnabled = true)

public class Securitvdemolipplication {

Pt =
@PostAuthorize ("hasAnyAuthority (" admins’) )
public String update() {
BEAAN TR
@PostFilter /T AREREI T

@PreFilter AR

Ursre=

iclagesic]

Pt
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1, EERENFIRGRIACE

http. logout (). logoutlrl (“/logout”).

logoutSuccessUrl (“/test/hello”). permitAll() ;

it 1, BHTEE , BRMZESEIARE

<a href="/logout™>EH<{/a>

2, {ERTHREFMBGER: | SiBERhIKE N

3. UFAThZE , RV RHSIE G
AEHERcontroller FEHTIARAI
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1. cookielkA
cookie
—ae e
2. REIERISHENS Bt | MR e
Ik ARIESFfS
B8 BN gcookielSs . SEcookielSBIEEITILY . IR
L ERNESE , Wil , Thtes )
Z. Bksm
F—4 CURREIEREE B WEX  EAMIER . REIRFRIEER
@Autowired
B 8 demo private DataSource dataSource; /3 A 4755
B Tables é@gi);y’ﬁ
E Eerziztontloons public PersistentTokenRepository persistentTokenRepositary() {
JdbcTokenRepositoryimpl jdbcTokenRepository = new JdbcTokenRepositorylmpl();
jdhcTokenRepository setDataSource(dataSource);

HjebeTokenRepository. setCreate TableCinStartup(frue);
return jdbcTokenRepository;
}

H=p BEREESHER

FhY HERTEFMERE
.and (). rememberMe (). tokenRepository (persistentTokenRepository () <br/>
. tokenValiditySeconds (60) /i & 467 &£, ELF)

<input type="checkbox” n¢me="remember-me”/> HZEF
. userDetailsService (userDetailsService) o

remember-me
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1. Haven

QIR THE. TEMA KRS
AT R AR

2. SpringBoot  AMEMESpring

|5. MyBatisPlus jq 468 i fE e I

4. SpringCloud
(1) GateWayFI%

(2) M AL Nacos

Redis Jwt Swagger

AT B R

15- BRFNRTT R - RBIBARN R

(U oLEZS

1. F@MATE

1. B2 TH#E acl parent : BEEKEKF
2. R TEAETER

(1) common

* gservice_base : TH
* gpring_security : RAEE

(2) infrastructure
* api_gateway : R%

(3) service

* gervice acl = NIREHEERSER

AR TREponX #, EXHKBURA

v gacl parent C\Users\lenouo Deskiop

> B 2. B Adidt
M )' SEFHLAX, WMIsmHES
> 12 spring_security SpringSecuri ty M XEE i

common.iml
17 pom.ml
v Dyinfrastructure

R IWI BB gatemayBi%

711 pomaml
v [ service
Y e — T U

771 pom.xml
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rl . BScommon EHRETRHE

~ [N com.atguigu.utils
v [mexceptionhandler
© GlobalExceptionHandler
% GuliException
> [ handler

~ utils

v

Ex 1

FSETNE

(@R

| % ¥ Bifcontrol lerif H 5 —&

‘ € Responselil

& RedisConfig
. £ SwaggerConfig

| HEEE \_

2. HWESpringSecurity A IEHIR T H B MA B

security

© DefaultPasswordEncoder ZZM98ME

© TokenLogoutHandler JE-H4MEES

© TokenManager tokenfR{ET B

© UnauthorizedEntryPoint S PS04 —H S
J

2.1 FEA4BRTAR

2Compo

public class D

HEITMDE A E

@Override

public String encode(CharSequence charSeguence) {
return MD5 encrypi(charSequence toString());

}
ST EEGLILT
@Cverride

r implements PasswordEncoder {

String

return

public boolean rmatches(CharSequence charSequence, String }|

encodedPassword) {
return encodedPassword equals(MD8 encryif(charS

O
}

equence.toString

String

return

public String c

public String

0 (String username) [f

token = Jwts. builder(). setSubject (username)
. setExpiration(new Date(System. currentTimeliliis()+tokd
. signWith(SignatureAlgorithm. H5512 tokenSignKey). compr]
token;

(String token) {
userinfo = Jwts. parser(). setSigningKey (tokenSignKey). par|

uszerinfo;

2.3 Rb IS

implements LogoutHan

public void logout (HttpServletRequest request, HttpServletResponse respor,

String token = request. getHeader
if(token != null)

( s "token”) ;

tokenManager. removeToken (token) ;

/ =
String username = tokenManager. getUserInfoFromToken (token) ;
redisTemplate. delete (username) ;

}

ResponseUtil. out(response, R.ok()):

(2.4 FERGibmx

public class UnauthEntryPoint implements AuthenticationEntryPoint {
@Qverride
public void commence(HitpServletRequest hitpServietRequest,
HttpServietResponse httpServletResponse, AuthenticationException e) throws

I0Exception, ServietException {
ResponseUtil.ouf(httpServietResponse, R.error();

}
L}
.
17- HRSPRAR-RERB (MRITEX)
B3IRedisMNacos
Line binl#
1. EiFRedis .
2. BENacos HeE A s
B > nacos-server-1l4 » nacos b bin »
FEEhH)
Eal-il 4 s
. ip ¥ port BREREE o ’ e
PR AR % logs 2020/5/29
AFacl B work 202075128
<] derbylog 202070720 :
9001 8081 hutdown.cmd 2018/10/11
20131174 :
2019/11/4
. 2019/11/6
Vi hk: http://localhost :8848/nacos/ [—
A A B EW: nacos —
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filter
® TokenAuthenticationfilter  TRADT 6

© TokenLoginFilter \J[Fi )i E &R

1+ AR S
: class TokenLoginFilter extends UsernamePasswordAuthenticationFilter

ELELEEEE T T A
@0Override
public Authentication attemptAuthentication(HitpServietRequest request, HitpServietRespanse response)
throws AuthenticationException {
AR B LETHN
try {
User user = new OhjectMapper() readvalug(request getinputStrearn(), User.class);
return authenticationManager authenticate(new UsemameFasswordAuthenticationToken
(user.getUsername(),user getPassword(),
new ArrayList<=>()));
1 eatch (IOException e) {
e.printStackTrace();
throw new RuntimeException();
i
W J

&5 BESGAIE 1 EAMT I8

42 i ALk TS AL
@Cverride
protected veoid successfulAuthentication{HttpServietRequest request,
HitpServietResponse response, FilkerChain chain,
Authentication authResult)
throws |OException, ServletException {

AT, R AT EAES

SecurityUser user = (SecurityUser)authResult getPrincipal();

RIS G £ Moken

String token = tokenManager createToken{user getCurrentUserlnfo
().getlUsername());

HE & F R o R 2 Bredls

redis Template opsForvalue() set(user.getCurrentUserinfo().getUsername
() user getPermissionvalueList(});

75 Eltoken

Responseltil.ovi{response, R .ok().data(token" token)};

+

43 ol R R
protected void unsuccessfulsuthentication(Hitp ServetRequest reguest, HitpServietRespanse response,
AuthenticationException failed)
throws I0Exception, ServietException {
ResponseUtilow{response, R.eror)).

blic class Tok

Filter extends BasicAuthenticationFilter {

2. ERdES

private UsernamePasswordAuthenticationToken getAuthentication(HttpServietRequest request) {
Akheader FE8doken
String token = request getHeader(“token");
ifftoken |= null) {
A Htoken FEEESE
String username = tokenManager getUserinfoFromToken(token);
A Mredis FERTL TRV #
List=String> permissionyalueList = (List<String>)redis Template.opsForValue().get{username);
Collection=GrantedAuthority=> authority = new Arraylist=>();
for(String permissionvalue : permissionvaluelist) {
SimpleGrantedAuthority auth = new SimpleGrantedAuthority(permissionyalue);
authority add(auth);

}
return new UsernamePasswordAuthenticationToken(username token autharity);

return null;

19- WERSMRTR-HERB GMEFIRINI BaE)

L AER

@0verride

proteeted void configure (HttpSecurity http) throws Exception {

http. exceptionHandling () ExceptionHandlingConfigurer<HttpSecurity>

. authenticationEntryPoint (new UnauthEntryPoint())

.and(). esTf (). disable() HttpSecurity
. authorizeRequests () ExpressionInterceptUrlRegistry

. anyRequest (). authenticated() ExpressionUrlAuthorizationConfigurer<HttpSecurity >.Expressionintercept

.and (). logout (). logoutUrl (“/admin/ac1/index/logout”) /.

. addLogoutHandler (new TokenLogoutHandler (tokenManager, redisTemplate)). and () HttpSecurity
.addFilter (new TokenlLoginFilter(authenticationManager(), tokenManager, redisTemplate)) HttpSecuri
. addFilter (new TokenAuthFilter (authenticationManager(), tokenManager, redisTemplate)).httpBasic(

@0verride

publie veid configure(AuthenticationManagerBuilder auth) throws Exception {

auth. userDetailsService (userDetailsService). passwordEncoder (defaul tPasswordEncoder) ;

@0verride

public void configure(WebSecurity web) throws Exception {
web. ignoring (). antMatchers ( ..antPatterns: ”/api/4+") :

20- WERSHRITR-RERE (BOEEX)




UserDetailsService

@0verride

User user = userService. selectByUsername (username) ;

if(user == mull) {
throw new UsernameNotFoundException ("H P ARAFE")
}
com. atguigu. security. entity. User curUser = new com. atguigu. security. entity. User();
BeanUtils. coppProperties(user, curlser) ;|

List<{String> permissionValuelist = permissionService. selectPermissionValueByUserId(user. getId()):
SecurityUser securityUser = new SecurityUser():

securityUser. setPermissionValuelist (permissionValuelist) ;

return securitvUser;

21- RSB AE-RERT (UserDetailsService)

1. BESH v Fasericead ~

esources

application.pr

v I api_gateway
~ Psrc
~ I main
~ i java
A4 com.atguigu.gateway
> nconfig
& ApiGatewayApplication
~ Izresources
g application.properties
> Ditest

o MY —
T
Js prod.env.js
b node_modules
4 sre
4 api
b_adl

5 tablejs
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Y=
1. ki
| UsernamePasswordAuthenticationFilter :

(WEF 8% I.AbsLractAuthenticatiunProcessingFilter '
B—iF SEMAE. AR AESpostiiR

rvletRequest req, ServletResponse res, FilterChi
HttpServletRequest request = (HttpServletRequest)req;

HttpServletResponse response = (HttpServletResponse)res:

I

(! this. requiresduthentication(request, response)) {

chain. doFilter (request, respense):

! alea !

B=F WHTERMTHEMTEMHAE, WERNZE, 18
W EEHERH R TR

Authentication authResult:

try |
authResult = this. attemptAuthentication(request, response)
if (authResult == mull) {

return;

F=H sessionfkMibIE

this. sessionStrategy. onAuthentication(authResult, request, response);

FIE 1 PR RE, BTGP E

} cateh (InternalAuthenticationServiceException var8) {

this. logger. error( 0' "An internal error occurred while trying]

Ithis. unsuccessfulAuthentication(request, response, var8) I

return;

1 nmtnh (AthnntdnnsinnDonnmednn wand) [

Bk 2 AT, BRANESNEE

if (this. continueChainBeforeSuccessfulduthentication) {

chain. doFilter(request, response):

this. successfulAuthentication(request, response, chain, authResult):

(2) FEE=S BRTAMFERTAEDE, SFRD
UsernamePasswordduthenticationFilter %

public Authentication attemptiuthentication (HttpServletReque Fik

FHiEFE—F HEREposti?iE
if (this.postOnly && !request.getMethod(). equals ("POST")) {
throw new AuthenticationServiceException(“Authentication method not suj

TR MR R RBIR

else {

this. obtainUsername (request) ;

- String username
this. obtainPassword (request) ;
mll) {

String password

ported: if (username ==

TER- EARUEIE, WERAR, ORE
HER—LEHEARENNREE
HABEIHTHHAT (M userDetailsService)

this. setDetails(request, authRequest):
return this. getAuthenticationManager (). authenticate (authRequest) ;

UsernamePasswordAuthenticationToken authRequest = new UsernamePasswordAuthenticationToken(userna

(3) HFUsernameP A icationToken#d & il 2

whblic class UsernamePasswordAuthenticationToken extends Abstr:

private statie final long szerialVersionUID = 520L;

xtends Principal, S
Collection{? extends GrantedAuthority> getAuthor

private final Object principal;
private Object credentials;

FINETFE

public UsernamePasswordiuthenticationToken (Object principa

Object getCredentials() |

super ((Collection)null) ;

this. principal = principal;

Object getDetails();

this. credentials = credentials;

this. setAuthenticated (false) ;

Object getPrineipal(); 1

boolean isAuthenticated();

NES RS TR DR N BRI LT SR £ P

(4) H&ProviderManager B, IEXH

(5) WAERED A0 AR T

BEWIERTTE

public UsernamePasswordAuthenticationToken (Object prineipa.

e super (authorities) :
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UsernamePassword
AuthenticationFilter

Authentication( A A ilF)

AuthenticationManager
(ProviderManager)

AuthenticationProvider
(DaoAuthenticationProvider)

UserDetailsService

L ESRE

Authentication( . A1)

UserDetails

24- INERTE

BURIAIAERTE ExceptionTranslationFilter {55811 Fi . .

5 ExceptionTranslationFilter e

iblic void doFilter(ServletRequest req, ServletResponse res, FilterChain chain) th
HttpServletRequest request = (HttpServletRequest)req;

HttpServletResponse response = (HttpServletResponse)res;
1 BERTE EERIT
try {
chain. doFilter (request, response);
this. logger. debug( 0: “Chain processed normally”) ;
} catch (IOException var9) |
throw vard;
1 catch (Exception varlQ) { 2 MMEEE. HITHER. #iTHE
Throwablel[] causeChain = this. throwableAnalyzer. determineCauseChain (varl0) ;
RuntimeException ase = (AuthenticationException) this. throwableAnalyzer. getF:
if (ase == null) |
ase = (AccessDeniedException) this. throwableAnalyzer. getFirstThrowableOf”

i

3 FillerSecurityInterceplnr extt
fi. getRequest (). setAttribute( s: "__spring security_filterSecurityInte:

tetio £1..1 Cioio. TTTTODD ADDI

! R ET AR

InterceptorStatusToken token = super. beforeInvocation(fi):

HTspringvedhi@

try d
fi. getChain(). doFilter (fi. getRequest (), fi.getResponse()):

} finally {

super. finallyInvocation (token) :

!
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AuthenticationManager

A
=m

AuthenticationProvider AuthenticationProvider AuthenticationProvider
A s ~
x| X
. S ~

R

UserDetailsService

|
I

N2

Authentication Hmﬁ%

UserDetails

26- IMERE P &L TROMXRE

R ) A HE S 2

(1) ERDE I, AT EXRBBFR
A E B %, HEPSecurityContext B, FFEASecurityContextHolder B

protected void successfulAuthentication(HttpServletRequest request, HttpSe:
if (this. logger. isDebugEnabled ) (
this. logger. debug( O: “Authentication success. Updating SecurityCon

}

| SecurityContextHolder. getContext (). setAuthentication (authResult) ; I

(2) SecurityContextX¥f %
F B AuthenticationifTH 3

(3) SecurityContextiolder, &R Threadlocal #ffT#1E

s SecurityContextPersistenceFilter exter
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