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Spring Security

Spring Security
1. SpringSecurity HEZE &/

1.1 =

Spring 2IEE RITFIRINAY Java R FFFAIEZE , Spring Security IE2Z Spring ZHi&+HHY
B&R. Spring Security EF Spring 1228 , 127 —E Web NAZREMUHZERRT

=,

IFAReTRERNBE AT 22 A ENRANFEXIGE ME 1 "8I (Z&ihaE
#) , —RSRiR , Web NARNZEMEIEEFIAIE ( Authentication ) FIHEFIEIT
( Authorization ) TSRS , XFImBE Spring Security EEZ/(HIHEE,

(1) BFANEHERNR : WERTAFREARRTHIEEEN , EHEiRAFESNE
Z&RS. APANEREXRBFRHAFENER. RABIREAPAFIEDETHIA
IEYTE. BRRRMERFAIANSBARESRER

(2) BPEENERRIIRNBREEEMIRTENERE. E— 155+ FARAF
FTEBRNRERE. ELaixd—N 4kt , BRIBFREEHITIEI , MERAFHLL
BTN, —iRi , RRENFRNBFRSEAENAE  METHABNN—RIIR
R, BEHRERFHERREEEMREMRLES.
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1.2 %

“Spring Security FFIATF 2003 FEJEK, “ “spring B9 acegi KER%E" . #EE Spring
FrREMESIRPHII— NI B ARAEEE BIRE—NET spring BIL£2CT,

Spring Security LA “The Acegi Secutity System for Spring” HBJZF4aF 2013 FFagpLe
IR, —MNAEURSZE] Spring FFABRIERMGSIZ | BREEEELEER—MLE Spring
BOZ LI RSCHL, FREHE Spring AUHRAENIEN ( HEXIEVE ) . SCRR E Spring EE7E
2013 FERE—MFET ScourseForge MIRE , X MERIIEE E— MESHIAIR
5, EAERIBENRZHR THAITEIHRE.

EREIX—R , —MERNZeTUEMEEHREAM. JUAR . Spring ttXKAYEA A
RERTEZEM  RXMUIBEAIXAMI]. Bt NSk EIREETR. 2 2014 F£—
BXRLAE 20 B AFERTEMUE. XEaNEIARRH— SourceForge INBIMAZN
T, IXETE 2004 =BIERKT.

R , XMNBRIRBEHTE CRIERR , SHOKRIESRERRTSREENT e
M Acegi Z£lt. MARETTHEN. FHRARHEXRIES | BEBKMSHIAFERE
HMOBRRSS. B ERDAILUEE ONERIREZEE M. EF— M EXAIEIEIN
SRR | XERERBAFPNEZREREENE L.

Acegi REFFERBAIERS ME. KEO—F/5 , Acegi REIETUAA T Spring HEZRAIFIR
H. 1.0.0 RERAFRHRT 2006 -HEESRFFIIAEEIE T BMELARTHHIN
AR A Rt X AT,

Acegi &% 2007 FJRIERAAT Spring HEINE , &4 "Spring Security”,

1.3 FIZF= A

1.3.1 Spring Security

Spring HSAREHIELERT .
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SPRING SECURITY

Protects your application with
comprehensive and extensible
authentication and authorization
support.

B RSB A RAN A RS R RN FEFERr.

https://spring.io/projects/spring-security

SpringSecurity ¥ :
® 0 Spring TLHEEEA,
o SHERINPRIZH.
® LT Web FF&MmIRLT.
B | BRAABERRES Web IRE(EF.

W TR EE MEZRH T T D RME , 5 T OARRFN Web 125, EA3HR
SINZOEIRFETLABRES Web IRIR,

o EEW,

1.3.2 Shiro

Apache I FRYBREBRURZHIELR.
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f’ N ArACHE
©' SHIRO
& 4
LTS
o EE%, Shiro TKPNIESZIEEXNHBETEE, XA REEEXK
RIEBX M N FAE BRI,
o EMAMt.
mIFLL - RIBRTF Web M5 |, AJLAIRE Web IRE(FEH,
BERPE - 1 Web IRE TS ENEREEF RS LTS,

Spring Security 2 Spring ZRIEFHI— MR EEEESR , SLFRLE , 7 Spring Boot HILZ
By , Spring Security MEK KRBT ZE T , BEFERANHAS | Z28EXME , —B
2 Shiro B9XF.

HEXJF Shiro , £ SSM F# & Spring Security EZLUBRFRITRIERE , ATLA , Spring
Security EFATHRELL Shiro 38X , {BEEAKRMIKA Shiro £ ( Shiro BATNEERH
Spring Security 2 , (BEXFTARSMAMS , Shiro BT ) .

BEMHBT Spring Boot Zf5 , Spring Boot XJF Spring Security 124t 7 BaiftE &
&, JLAEREDRIBECERER Spring Security,

Eit , —fkiR , EINZEEERARINAS 2XFRT

o SSM + Shiro

. Spring Boot/Spring Cloud + Spring Security

PIERR—MEFRNESTE  MRPEMZER EER , TiEBEAES , #EAILNET
Egc
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1.4 BEBEI 7

6.1. Core — spring-security-core.jar

6.2. Remoting — spring-security-remoting.jar
6.3. Web — spring-security-web.jar

6.4. Config — spring-security-config.jar

6.5. LDAP — spring-security-ldap.jar

6.6. OAuth 2.0 Core — spring-security-
oauth2-core.jar

6.7. OAuth 2.0 Client — spring-security-
oauth2-client.jar

6.8. OAuth 2.0 JOSE — spring-security-
oauth2-jose.jar

6.9. OAuth 2.0 Resource Server — spring-
security-oauth2-resource-server.jar

6.10. ACL — spring-security-acl.jar
6.11. CAS — spring-security-cas.jar
6.12. OpenlD — spring-security-openid.jar

6.13. Test — spring-security-test.jar
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2. SpringSecurity A\[JZ=6

2.1 Alg—/NIHE

MNew Project X

ulava Project SDK: | P 1.8 (java version "1.8.0_151") ~ New...

Java Enterprise Choose Initializr Service URL.

',. JBoss o
(O Default: https://start.spring.io
M Clouds —
. @ Custom: | httpi//start.spring.io ~ || ®
Spring
2 Java FX Make sure your network connection is active before continuing.
Android

Intelli) Platform Plugin

S Groovy
Grails

Application Forge

K Kotlin

Static Web
=) Node.js and NPM
E Flash

= Empty Project

Cancel Help
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New Project X

Project Metadata

Group: com.atguigu

Artifact: springsecuritydemo

Type: Maven Project (Generate a Maven based project archive)
Language: Java =

Packaging: Jar =

Java Version: |8 ~

Version: 0.0.1-5NAPSHOT

MName: springsecuritydemo

Description: | Demo project for Spring Boot

Package: | com.atguigu| I
Previous Cancel Help
MNew Project *
Dependencies | Ol Spring Boot | 2.3.1 ~ Selected Dependencies
Developer Tools ® Spring Security Web
Web

[] OAuth2 Client Spring Web
Template Engines

SQL L] Spring LDAP Spring Security
MNoSaL [] Okta
Messaging

1)

Ops

Observability

Testing

Spring Cloud

Spring Cloud Security
Spring Cloud Tools
Spring Cloud Config
Spring Cloud Discovery

Spring Cloud Routing Spring Security

Spring Cloud Circuit Breaker Highly customizable authentication and access-control
Spring Cloud Tracing framework for Spring applications.

Spring Cloud Messaging # Securing a Web Application

Pivotal Cloud Foundry # Spring Boot and OAuth2

Amazon Web Services #& Authenticating a User with LDAP

Microsoft Azure @ Reference doc

Previous Cancel Help
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MNew Project

Project name: spring-security-Hemo

Project location: | E\\spring-security-demo

b More Settings
Previous Cancel Help
I—PMECESE
@Configuration

public class SecurityConfigextends WebSecurityConfigurerAdapter {

@Override
protected void configure(HttpSecurity http) throws Exception {

http.formLogin() // F£EF
.and()

.authorizeRequests() // UUEE
.anyRequest() // FF1iE¥K
.authenticated(); // #HEZEHI U

}
}

2.2 BITXANIE

1719) localhost:8080
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< C 1)  ® localhost:8080/login ﬂ'

2 oum Emesew ® =T {7 vmoonEssr [ m=swocom B mEew ME=SN U sEszsemns © oeesss @ (BESA] 5SS 40 PastReleases of B »

Please sign in

Jusername

ZABIEPE : user
FRENEEREEFIESFIE |, SRR EEEEE A2 £ !

templates. o S S o - -

Debug: , SpringsecuritydemoApplication o —

& Debugger I Console Endpoints =
2020-07-20 10:02:29.631 INFO 18504 --- [ main] o.s.s.concurrent.ThreadPoolTaskExecutor : Initializing ExecutorSer

1] 2020-87-20 10:02:31.035 INFO 18504 --- [ main] .s.s.UserDetailsServiceAutoConfiguration :

| B

& 2 | Using generated security passwor‘d:|12c7b469—75b5—42b5—8582—443954833975]*\

=
= AT

% -

= 8 2020-07-20 10:02:31.699 INFO 18504 --- [ main] o.s.s.web.DefaultSecurityFilterchain : Creating filter chain: a
2020-07-208 10:02:31.752 INFO 185084 --- [ | main] o.s.b.w.embedded. tomcat.TomcatliebServer : Tomcat started on port(s

® 2020-87-20 10:02:31.766 INFO 18504 --- [ main] c.atguigu.Springsecuritydemospplication : Started Springsecurityde

» 2020-87-20 10:02:41.135 INFO 18504 --- [nio-808@-exec-1] o.a.c.c.C.[Tomcat].[localhost].[/] : Initializing spring Disp
2020-87-20 10:02:41.135 INFO 18504 --- [nio-8@8@-exec-1] o.s.web.servlet.Dispatcherserviet : Initializing servlet 'di
2020-97-20 10:02:41.146 INFO 18504 --- [nio-8@8@-exec-1] o.s.web.servlet.Dispatcherserviet : Completed initialization

& Terminal N\ Build g Java Enterprise @ Spring = 0:Messages | # 5:Debug = = §:TODO Q Event Log

Process started 2551 LF UTF-8 4spaces W &

MARBPE , BB, XERRALOAET | 404 RREITEXMEHRE | (BEF1TLL
BAET,

< C 1} | @ localhost:8080

oA B =swmsm o 5=E—F 17 MSDN, BSRE B sxupcomy Il FEES MIE

Whitelabel Error Page

This application has no explicit mapping for /error, so you are seeing this as a fallback.

Mon Jul 20 10:05:14 CST 2020
There was an unexpected error (type=Not Found, status=404).
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2.3 BUREE PR

2.3.1 i

ZIZEA{T : principal

ERARFHIRFPHIREINECRRTEERNAFRES., BRNEEERR
SRR TR,

2.3.2AIE

B EATA : authentication

REERFHA— NS | RITFERHARSE. ERRHE £
BB CEi.

THRPA N R LARIFTSaVE RIR(E.

2.3.3 8%

BN EAiE : authorization

BIRERGRY "NH" "B "EN | XEERHES T RERRTEEY

BERYREND.
FrLAEIERSRIS | AN 2L R S ER.
2.4 FI—AEHIERHAT U H

package com.atguigu.controller;

@Controller
public class IndexController {

@GetMapping("index")
@ResponseBody

public String index(){
return "success";

}
}
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< C 0 | ® localhost:8080/inde
B omm @) =eem & BE—F {7 MSON ®ERI

SUCCESS

2.5 SpringSecurity JE4< K #E

SpringSecurity ANERE—MYE2E5E ¢
MEEIERTLERENESEsS8E

org.springframework.security.web.context.request.async.WebAsyncManagerIntegrationFil
ter

org.springframework.security.web.context.SecurityContextPersistenceFilter
org.springframework.security.web.header.HeaderWriterFilter
org.springframework.security.web.csrf.CsrfFilter
org.springframework.security.web.authentication.logout.LogoutFilter
org.springframework.security.web.authentication.UsernamePasswordAuthenticationFilter
org.springframework.security.web.authentication.ui.DefaultLoginPageGeneratingFilter
org.springframework.security.web.authentication.ui.DefaultLogoutPageGeneratingFilter
org.springframework.security.web.savedrequest.RequestCacheAwareFilter
org.springframework.security.web.servletapi.SecurityContextHolderAwareRequestFilter
org.springframework.security.web.authentication.AnonymousAuthenticationFilter
org.springframework.security.web.session.SessionManagementFilter
org.springframework.security.web.access.ExceptionTranslationFilter

org.springframework.security.web.access.intercept.FilterSecurityInterceptor

RIBEERRE : ERE=MTIEES -
FilterSecurityInterceptor : 2—NAERAIIRITIEES, BRI F 1L ISHERIRIEED.
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@ public void invoke(FilterInvocation fi) throws IOException, ServletException {
if (fi.getRequest() != null && fi.getRequest().getAttribute( s: "__spring_security_filtersSecurityInterceptor_filterAp
fi.getchain().doFilter(fi.getRequest(), fi.getResponse());
} else {
if (fi.getRequest() != null &R this.observeOncePerRequest) {
fi.getRequest().setAttribute( s: "__spring_security_filterSecurityInterceptor_filterApplied”, Boolean.TRUE);

}
[~ InterceptorstatusToken token = super.beforeInvocation(fi);
try {
(] fi.getchain().doFilter(fi.getRequest(), fi.getResponse());
} finally {
super.finallyInvocation(token);
i
super.afterInvocation(token, (Object)null);
}
1
FilterSecuritylnterceptor » invokel)

super.beforelnvocation(fi) FrEEZBIRY filter E&1@81L,

fi.getChain().doFilter(fi.getRequest(), fi.getResponse()); "B IEREARE SRS,

ExceptionTranslationFilter : 2 MREIEEE . FRGCETABEZREETHEHNEE

€, FilterSecurityInterceptor.class (&) ExceptionTranslationFiker.class (&, UsernamePasswordAuthenticationFilter.class (€] AbstractAuthenticationProcessingfFilter.class
Decompiled .class file, bytecode version: 52.0 (Java 8) Download Sources  Choose Sources.
| of public void afterPropertiesSet() {
Assert.notNull(this.authenticationEntryPoint, message: "authenticationEntryPoint must be specified");
of public void doFilter(ServletRequest req, ServletResponse res, FiltercChain chain) throws IOException, ServletException {

HttpServletRequest request = (HttpServletRequest)req;
HttpServletResponse response = (HttpServletResponse)res;

try {
(] | chain.doFilter(request, response);
this.logger.debug( o: "Chain processed normally”);
} catch (I0Exception var9) {
throw var9;
} catch (Exception varie) {
i Throwable[] causeChain = this.throwableAnalyzer.determineCauseChain(varile);
(] RuntimeException ase = (AuthenticationException)this.throwableAnalyzer.getFirstThrowableofType(AuthenticationExc

if (ase == null) {
ase = (AccessDeniedexception)this.throwableanalyzer.getFirstThrowableofType(AccessDeniedException.class, cau

UsernamePasswordAuthenticationFilter : X3/login B9 POST i&3k =&, , iKIaFREFHF
% I r&hl\ﬁgo
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& FikerSecuritylnterceptor.class -« &, ExceptionTranslationFilter.class -« & U icationFilter.class (& icati ingFilter.class

Decompiled .class file, bytecode version: 52.0 (Java 8) Download Sources  Choose Sources

28

29 ot @ public Authentication attemptAuthentication(HttpServletRequest request, HttpServletResponse response) throws Authentica
30 @ if (this.postonly && !request.getMethod().equals("POST")) {

31 throw new Authenticationservicetxception(“Authentication method not supported: " + request.getMethod());

32 } else {

3 @ string username = this.obtainUsername(request);

34 string password = this.obtainPassword(request);

35 if (username == null) {

36 username = "";

37 }

39 if (password == null) {

40 password = "";

a1 }

42

43 username = username.trim();

44 UsernamePasswordAuthenticationToken authRequest = new UsernamePasswordAuthenticationToken(username, password);
45 this.setDetails(request, authRequest);

46 return this.getAuthenticationManager().authenticate(authRequest);

47 }

2.6 UserDetailsService £ 0 }#

S ALIREEERHE , IKSFIZEIESZEH Spring Security B XM, MESSFRES
Ik SHZIREEMNEIRETEIIHRR. UENZEE B S EEFIAILZIE.

MNREEQENBIER , REESCH] UserDetailsService 3 OB0E], EOENT :

public interface UserDetailsService {
// ~ Methods

fr - ______________

P e e e e e e e e e S e e e e e B e e e Ee s

rname. In the actual implementation, the search

e
nsitive, or case insensitive depending on how the
is configured. In this case, the <code>UserDetails</code>

-

of a different case than what

+
[s]
=]
=
5]
o
5]
B
=
=
=
[}
<
m
=]
<=
%]
o
3
=]
=
m
~+
-
j=]
~+
5]

* @param username the username identifying the user whose data is required.

%

return a fully populated user record (never <code>null</code>)

J

*

@throws UsernameNotFoundException if the user could not be found or the user has no

GrantedAuthority

%

® S
/

UserDetails loadUserByUsername(String username) throws UsernameNotFoundException;

o jR[Ol{H UserDetails

XNERBRRFIANAF £
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/1 FIRIRBOE 5% H 7 A AR
Collection<? extends GrantedAuthority> getAuthorities();
/1 FRIRIE

String getPassword();

/1 FoRIREH 44

String getUsername();

/1 FIRFIIK e AR )

boolean isAccountNonExpired();

/1 FIRFIWIK e 5 B E

boolean isAccountNonLocked();

[/ FoR AR} R 5

boolean isCredentialsNonExpired();
/7 FoR 2T RS A

boolean isEnabled();

LITE UserDetails SCHISE

File Edit View Navigate Code Analyze Refactor Build Run Tools VCS Window Help

spring-security-core-5.3.3.RELEASE- jar | [ org i security | [ core - [ userdetails | ® UserDetails 4, | SpringsecuritydemoApplication ~| b # G G m BQ

%, UserDetails,ava Hierarchy: Subtypes of UserDetails & — &

. N Ly P - - v
* implementation (which you might like to extend or use in your code).

I 1: Project

3 ¥ @see UserDetailsService
40 * @see UserCache

42 * @author Ben Alex
i/

44 ®|  public interface UserDetails extends Serializable {
45 // ~ Methods

/

KB g | W 3

rex

49 * Returns the authorities granted to the user. Cannot return <code>null</code>.

* @return the authorities, sorted by natural key (never <code>null</code>)
Xy

3 e Collection<? extends GrantedAuthority> getAuthorities();

re @ wWeb % 2 Favorites

s

LUSEATREE(EA User iX/NSLRSERDA] !
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spring-security-core-5.3.3.RELEASE-sources.jar org springframework security core userdetails '€ User ~ Springsecuril
g & UserDetails.java € Userjava H
e - v
e ' M g i " y r .
= * Calls the more complex constructor with all boolean arguments set to {@code true}
]

* /

@ public User(String username, String password,
Collection<? extends GrantedAuthority> authorities) {
this(username, password, enabled: true, accountNonExpired: true, credentialsNonExp

i

e E 2
/

* construct the <code>User</code> with the details required by
{@Link org.springframework.security.authentication.dao.DaocAuthenticationProvider)

%

¥
# aram username the username presented to the
<code>DacAuthenticationprovider</code>

@param password the password that should be presented to the

%

%

*

<code>DacAuthenticationProvider</code>

#* 2: Favorites

@naram ennhled cot tn crndostruce/rades i€ the ncor ic onahlod

*

o 715iE=# username

APPSR, WEREFIRRBEBTRAVEIE. RIAER T username , BT
RRIL

2.7 PasswordEncoder 3 O #H&

/1 RS AR IR 8 AT R 2R AT AT

String encode(CharSequence rawPassword);

/] RREIENFHEPRE RIS ER S RBERINRIAEEESR LA, NREDT
Bc , MBRE true ; AERALLHE , NIRE] false, HFE—NMSEFRNGEHEITAIERS. E21
SHERTFEINED,

boolean matches(CharSequence rawPassword, String encodedPassword);
/] FRINRBETREDRES BRH THRITEIAEIE L ENERUIRE true , FNIRE
false, BRIAIR[E] false,

default boolean upgradeEncoding(String encodedPassword) {
return false;

}

ZOsC

2
e
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ode Analyze Refactor

ASE-sources.jar org springframework security crypto password (B PasswordEncoder
% — | (3 PasswordEncoderjava € SpringsecuritydemoApplicationTests java

/

iller
.| £9
|securit
21
22
23

24

Build Run Tools VCS Window Help spring-security-demo

16 package org.springframework.security.crypto.password;

g

* Service interface for encoding passwords.

=

* The preferred implementation is {@code BCryptPasswordEncoder}

%

* @author kKeith Donald

*/

jsecurit 25 @) public interface PasswordEncoder {

26
27
28
2

Vil

= x
Springsecuritydemohpplication ~ b & G G = = Q
iy Sl o e B e o — &

Vi VIR L scopelalc S F I AR o3

0, =

]

DelegatingPasswordEncoder (org ramev ;;

i

LdapShaPasswordEncoder (o
MessageDigestPasswordEncodes

Md4PasswordEncoder (org.<prin

usney 3

StandardPasswordEncoder (org.springfra
LazyPasswordEncoder in WebSecurityConfigure
LazyPasswardEncoder in AuthenticationCanfigui
AbstractPasswordEncoder (org.springframeo
Pbkdf2PasswordEncader (org

Argon2PasswordEncoder (or

PRI 5

ringframework
' 2
ringframewarl

NoOpPasswordEncoder (arg.springframework.

UnmappedidPasswordEncoder in Delegating®:

YYFYTYRFERYZTYYYY

SCryptPasswordEncoder (org.springframework

* Encode the raw password. Generally, a good encoding algor

* greater hash combined with an 8-byte or greater randomly ¢

BCryptPasswordEncoder /2 Spring Security B/ 1ETFRIZERSHEITRY | AT SR MENT

5o

BCryptPasswordEncoder 2% berypt SR TS ARIEASEIL, RET Hash BIESLHIAYER

[NE. SJLUEIT strength I=HIINESERE | BAIA 10.

o TRBGEET

@Test

public void test@1(){

// CIEZBAEN a5
BCryptPasswordEncoder
BCryptPasswordEncoder();

/] XTERGHITIE

String atguigu = bCryptPasswordEncoder.encode("atguigu");
// FTHINE Z [FRI# 5

System.out.println("JIZ& 2 j5%#E: \t"+atguigu);

bCryptPasswordEncoder

/IR Z 1002 T FEZ 512 & TEE

boolean result = bCryptPasswordEncoder.matches("atguigu”, atguigu);

/) FTHIHE R R
System.out.println("HEZHE: \t"+result);
}

new
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2.8 SpringBoot X} Security ] B3I B &

https://docs. spring. io/spring—
security/site/docs/5. 3. 4. RELEASE/reference/html5/#servlet—hello

3. SpringSecurity Web R

3.1 REBRREHKS. FiD

A TU— : {£ application.properties

spring.security.user.name=atguigu
spring.security.user.password=atguigu

FZ : mERCIED

package com.atguigu.config;

@Configuration
public class SecurityConfig {

// JEA PasswordEncoder £Z/spring B&5H
@Bean

public PasswordEncoder passwordEncoder(){
return new BCryptPasswordEncoder();

}
}

package com.atguigu.service;

@Service
public class LoginService implements UserDetailsService {

@Override
public UserDetails loadUserByUsername(String username)
UsernameNotFoundException {

/! YR EEEFIE
if (!"admin".equals(username)){
throw new UsernameNotFoundException("HF&AFEE! ");

throws



https://docs.spring.io/spring-security/site/docs/5.3.4.RELEASE/reference/html5/#servlet-hello
https://docs.spring.io/spring-security/site/docs/5.3.4.RELEASE/reference/html5/#servlet-hello

U= LR FRARRIREA

}
// MBIEEFFREZE atquigu HIEX

String pwd =
"$2a$10$2R/M6iU3mCZt3ByG7kwYTeeWow7 /UqdeXrb27zkBIizBvAvend/na" ;

// B=I IR
return new User(username, pwd,
AuthorityUtils.commaSeparatedStringToAuthorityList("admin,"));

}
}

3.2 SEEUEHE BEMER SE R 7 &%

3.2.1 H&F sql

create table users(
id bigint primary key auto_increment,
username varchar(20) unique not null,
password varchar(100)
)i
-- %3 atguigu
insert into users values(1,'5K
san','$2a$10$2R/M6iU3mCZt3ByG7kwYTeeW0Ow7/UqdeXrb27zkBlizBvAven0/na');
-- B515 atguigu
insert into users values(2,'2=

si','$2a$10$2R/M6iU3MCZt3ByG7kwYTeeW0w7/UqdeXrb27zkBlizBvAven0/na');

create table role(
id bigint primary key auto_increment,
name varchar(20)

)
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insert into role values(1,'&#2RA");

insert into role values(2,"ZiBFEF");

create table role_user(
uid bigint,
rid bigint

)i

insert into role_user values(1,1);

insert into role_user values(2,2);

create table menu(
id bigint primary key auto_increment,
name varchar(20),
url varchar(100),
parentid bigint,

permission varchar(20)

)

insert into menu values(1, RAEIE',",0,'menu:system’);

insert into menu values(2,' BFPEE',",0,'menu:user');

create table role_menu(
mid bigint,
rid bigint

)i

insert into role_menu values(1,1);
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insert into role_menu values(2,1);

insert into role_menu values(2,2);

3.2.2 FhN{kER

{dependencies>
{dependency>
<{groupld>org. springframework. boot</groupld>
<artifactId>spring-boot-starter—-web</artifactId>
</dependency>

{dependency>
<groupld>org. springframework. boot</groupld>
artifactId>spring—boot—starter—security</artifactId>
</dependency>

{dependency>
<groupld>org. springframework. boot</groupld>
artifactId>spring—boot-starter—test</artifactId>
{scope>test<{/scope>

</dependency>

!——mybatis—plus—>

{dependency>
<groupId>com. baomidou</groupId>
<artifactId>mybatis—plus—boot-starter</artifactId>
{version>3. 0. 5<{/version>

</dependency>

!——mysql—">
{dependency>
<groupld>mysql</groupld>
<artifactId>mysql—-connector—java</artifactId>
<{/dependency>

<!——I1ombok /K 1S AEFE—>
{dependency>
{groupld>org. projectlombok</groupId>
<artifactId>lombok</artifactId>
</dependency>
<{/dependencies>

3.2.3 HIfESCik

@ata
public class Users {
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private Integer id;
private String username;
private String password;

3.2.4 4 MybatisPlus #I{E mapper

@Repository
public interface UsersMapper extends BaseMapper<Users> {

}
Be B SO N E0E R B

Zmysql 15 EERE

spring. datasource. driver—class—name=com. mysql. ¢j. jdbc. Driver

spring. datasource. url=jdbc:mysql://localhost:3306/demo?serverTimezone=GMT%2B8
spring. datasource. username=root

spring. datasource. password=root

3.2.,5 FIEEREME

@Service ("userDetailsService”)
public class MyUserDetailsService implements UserDetailsService {
@Autowired
private UsersMapper usersMapper;
@)verride
public UserDetails loadUserByUsername(String s) throws
UsernameNotFoundException {
QueryWrapper<Users> wrapper = new QueryWrapper () ;
wrapper. eq (“username”, s) ;
Users users = usersMapper. selectOne (wrapper) ;
if (users == null) {
throw new UsernameNotFoundException (" P ZAFFE! 7);
}
System. out. println (users) ;
List<{GrantedAuthority> auths =
AuthorityUtils. commaSeparatedStringToAuthoritylist(“role”) ;
return new User (users. getUsername (),
new BCryptPasswordEncoder (). encode (users. getPassword () ), auths) ;
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3.2.6 MitiklD

Please sign in

sword

BMANRFS , Ei

3.3 RINETERBEF 28 R T

3.3.1 5| \BlimtEtRIKHR

<dependency>
<groupId>org.springframework.boot</groupIld>
<artifactId>spring-boot-starter-thymeleaf</artifactId>
</dependency>

3.3.2 S5INERTMA

BEEFIERNESAREH

3.3.3 wmEEHIRE

@Controller
public class IndexController {

@GetMapping("index")
public String index(){
return "login";

}

@GetMapping("findAll")
@ResponseBody

public String findAll(){
return "findAll";

}
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}

3.3.4 HSEEXMITERNHIIRFSER

@Configuration

public class SecurityConfig extends WebSecurityConfigurerAdapter {
// A PasswordEncoder ZEZ/spring ZESH

@Bean

public PasswordEncoder passwordEncoder(){
return new BCryptPasswordEncoder();

}

@Override
protected void configure(HttpSecurity http) throws Exception {
http.authorizeRequests()

.antMatchers("/layui/**" " /index") // 77 & 15 KEHE
.permitAll() // /5/ZFURL ZFERH
.anyRequest() // HiE¥xK
.authenticated(); //FZuf

}
}

3.3.5 iz

1518 localhost:8090/index

< C {} | © localhost:3090/index

&% O

# o Bmewew @ 82T U vsonmssr B msoocow Wl FEoem MEFSA U wEaremmng © mzesss @ WERH]EEE 4 PastRelessesof E

layuiAdmin

1/318) localhost:8090/findAll 227 403 &R TR BIX MR,
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&« C {t | ® localhost:8090/findAll
s B =swm & s=E—F 1] MSDN, BEEER BER(ID.COM) FE-EE M IE B

Whitelabel Error Page

This application has no explicit mapping for /error, so you are seeing this as a fallback.

Fri Jul 24 19:33:45 CST 2020
There was an unexpected error (type=Forbidden, status=403).
Access Denied

3.3.6 IRERFNRIERIIEZERT

EW=ES

@Override
protected void configure(HttpSecurity http) throws Exception {

// BEUIUF
http.formLogin()

.loginPage("/index") // ZZEH1 url 7 EFIE
.loginProcessingUrl("/login") // CEH 1 ZEZH url,
.successForwardUrl("/success") // ER1Z /5 FEA url
.failureForwardUrl("/fail");// ZRLH 255 ZH7 url

http.authorizeRequests()
.antMatchers("/layui/**","/index") //Z &1 KEHE
.permitAll() // /5/E URL ZERF
.anyRequest() // Hig¥k
.authenticated(); //FZUuF

// FHcsrf
http.csrf().disable();
}

s

@PostMapping("/success")
public String success(){
return "success";

}

@PostMapping("/fail™)
public String fail(){
return "fail";
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}

<form action="/login"method="post">

4 :<input type="text"name="username"/><br/>
#4d: <input type="password"name="password"/><br/>
<input type="submit"value="$&%2"/>

</form>

IS : WHRZARY A post i5K , FiLA LERIREAEEER . AFPR , BReRA

username,password
[RE :

ENITEFRHHRESE—TE2E UsernamePasswordAuthenticationFilter

public class UsernamePasswordAuthenticationFilter extends AbstractAuthenticationProcessingFilter f{
public static final String SPRING_SECURITY_FORM_USERNAME_KEY = “username”
public static final String SPRING_SECURITY_FORM_PASSWORD_KEY = “password”;
private String usernameParameter = “username”;
private String passwordParameter = “password”;

private boolean postOnly = true;

WNREMECE BT LAVEA usernameParameter() passwordParameter() /532,

<form action="/login"method="post">

/4 <input type="text"name="loginAcct"/><br/>
#h: <input type="password"name="userPswd"/><br/>
<input type="submit"value="%2"/>

</form>

@override
protected void configure(HttpSecurity http) throws Exception {
/7 BE U

http.formLogin()
.loginPage("/index™) , EE_*?:’",%'FL,7‘5?;'&“.-;«.-'- ]

.loginProcessingurl(" llogln )y S/ if

.successForwardurl(”/success™) /
.failureForwardurl("/fail") // E?é%.fﬁ;'

.usernameParameter("loginAcct™) //

.passwordParameter("userPswd");

3.4 FT i B FREAT V5 1R F

3.4.1 hasAuthority 753k

WNRHBINEARERIEEINIR , NIRE] true, BNIR[E] false




mEE RS IR T RERFNR A

http.authorizerequests()

.antMatchers( ..antPatterns: "/layui/**","findex") // T4 E 8 FKEFE

L permitAll()

.antMatchers( ..antPatterns: */findal1l").hasAuthority(“admins") // FEF #Hadmins R
.antMatchers( ..antPatterns: "/find").hasAnyAuthority( ..authorities: "role") // FZFH#FErole W
»anyRequest()

.authenticated(); // ZZUiF

/f KHcsrf
http.csrf().disable();

o FII—izHles

@GetMapping("/find")
@ResponseBody

public String find(){
return "find";

}

® LRAPERERRTIUR

J
L/ FPRRT N BB A
return new User(username,users.getPassword(), AuthorityUtils.commaSeparatedStringToAuthoritylist( auThoritySTring)

o MK :
http://localhost:8090/findAll
518 findAll EANERTUE

BFRE:
=g

=3

INIESERlZ FEiR[EE RN

< C () | ® localhost:8090/login
HomE B =shy & SE—TF 1] MSDN, H

Ak
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3.4.2 hasAnyAuthority 5i%

RSN ERSHTRENEE (LBEREN

true.

MNMESOIRAIFFFERSIZR ) AUE | XA

1518] http://localhost:8090/find

< C 1t @ localhost:8090/find

wowEm B =swy & 5E—F 17 MSDN E5RE [E SRuoo

find

3.4.3 hasRole J53%

WNRAFERAEREHAIFAE, AN HIT 403,
MRLEIFEHRERIEENAE , NRE true,
[EEIRES :

private static String hasRole(String role) {
Assert.notNull(role, message: "role cannot be null");
if (role.startswith("ROLE_")) {

throw new IllegalArgumentException(“role should not start with 'ROLE_' since it is automatically inserted. ¢
} else {

return "hasRole(|'ROLE_"|+ role + "')";

}

ERPRINGE

@override
public UserDetails loadUserByUsername(String username) throws UsernameNotFoundException {
system.out.println("d ( Tk ");
UserInfo users = usersMapper.selectByUserName(username);
/! HEAFRRESHE
if (null==users){
system.out.println("J )" A{EEL ")
throw new UsernameNotFoundException("JUJ" & A{i{rt ");
¥
VIR Iab ik S kS 7
return new User(username,users.getPassword(),
= AuthorityUtils.commaSeparatedstringToAuthoritylist( authorityString: "admin,ralew));




@)‘rg\ﬁi@ IR TR A

IENECEN S
EREEMHPAFTERIN" ROLE_ ", BN LIRRIEENES MRS ZH T,

@override
protected void configure(Httpsecurity http) throws Exception {

/ BEEU U

http.formLogin()
.loginPage("/index") // BEEHF-Turl &5 AEH
.loginProcessingurl("/login") // #EH T EEFHurl.
.successForwardurl("/success") // EFA 2 /EFEHEF url
.failureForwardurl("/fail") // EFLHZEREED|F url
.usernameParameter("loginAcct") // HHEFAHTE
.passwordParameter(“userPswd"); // FHHEFEH

http.authorizeRequests()
.antMatchers( ..antPatterns: "/layui/**","/index") //Z "EEEFEEF
cpermitall()

/ .antMatchers("/findALL").hasAuthority(“admins") // ZEHEF #&Hadmins TR
.antMatchers("/find"). hasAnyAuthority("role") FZEEZF i Arole MR

lantMatcher's( ..antPatterns: "/findAll").hasRole("admin")}/ ZEZF /"5 Hadmin S
.anyRequest()
.authenticated(); //ZZ U iF

// FHicsrf

http.csrf().disable();

3.4.4 hasAnyRole

TR RSEHT— N FEE LG,
LERPRINAE

VIR IabiE E ke dEET T
return new User(username,users.getPassword(),
Authorityutils.commaSeparatedstringToAuthorityList( authorityString: "admin,rolel,ROLE_admin,ROLE_rule"}b;

IENECE S

http.authorizeRequests()
.antMatchers( ..antPatterns: "/layui/**"," /index") // 7 5B Ei5 KEELE

.permitAll()
// .antMatchers("/findALL"). hasAuthority( "admins") // ZEZEF # Hadmins {XRE
74 .antMatchers("/find").hasAnyAuthority(“role”) // FEIH#HBrole WK

.antMatchers( ..antPatterns: "/findAll").hasRole( admin")// FZH " E&adnin A
.antMatchers( ..antPatterns: "/'Find")l.hasAnyRole( ..roles: "role","rolel"}l// FZF#Eroledrolel A
.anyRequest()
.authenticated(); //FZiluF
// FHicsrf
http.csrf().disable();
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3.5 HT ¥ SEAFRINE

3.5.1 FRASEiE

@Data

public class Menu {
private Long id;

private String name;
private String url;
private Long parentld;
private String permission;

}

@Data

public class Role {
private Long id;
private String name;

}

3.5.2 {EFOSCMSE

UserInfoMapper

/* x
* RIFEHF1d BiHHFAEE
* @param userlId
* @return
*/
List<Role> selectRoleByUserId(Long userId);

/**
* WRIESH1d ZHRE
* @param userId
* @return
*/
List<Menu> selectMenuByUserId(Long userId);

REONEERATSREREEN :
EEETE resource/mapper BRE FBEEN UserInfoMapper.xml

<?xml version="1.0"encoding="utf-8"?>

< !'DOCTYPEmapperPUBLIC"-//mybatis.org//DTD Mapper
3.9//EN""http://mybatis.org/dtd/mybatis-3-mapper.dtd">

<mapper namespace="com.atguigu.mapper.UserInfoMapper">




Ursrz= LR FREHFBRA

<I--REHFFId ZHEEIEL-->

<select id="selectRoleByUserId"resultType="com.atguigu.bean.Role">
SELECT r.id,r.name FROM role r INNER JOIN role user ru ON

ru.rid=r.id where ru.uid=#{0}

</select>

<I--REHF 1d ZEHXRIES-->

<select id="selectMenuByUserId"resultType="com.atguigu.bean.Menu">
SELECT m.id,m.name,m.url,m.parentid,m.permission FROM menu m

INNER JOIN role_menu rm ON m.id=rm.mid

INNER JOIN role r ON r.id=rm.rid

INNER JOIN role user ru ON r.id=ru.rid

WHERE ru.uid=#{0}

</select>

</mapper>

UsersServiceImpl

5w public class UsersserviceImpl implements UserDetailsservice { §

25 g
27 @Autowired -
28 private UserInfoMapper userInfoMapper; §
29 8
30 @override s
31 of public UserDetails loadUserByUsername(String username) throws UsernameNotFoundException { ;f
32 System.out.println(" 7 okt "); H
33 UserInfo users = userInfoMapper.selectByUserName(username); *
34 7/ T FEBHE H
35 if (null==users){ °

system.out.println("JII S A{EfEr "); £

37 throw new UsernameNotFoundException("JIJ*#A{i{E! "); E
38 ) °
39 /! KE A, REFE g
49 List<Role> roleList = userInfoMapper.selectRoleByUserId(users.getId()); %
41 List<Menu> menuList = userInfoMapper.selectMenuByUserId(users.getId()); o
42 g
43 // FH—fEAList<GrantedAuthority> E
44 List<GrantedAuthority> grantedAuthoritylList = new ArrayList<>(); o
45 /MBS g
46 for (Role role : roleList) { s
47 simpleGrantedAuthority simpleGrantedAuthority = new simpleGrantedAuthority( role: "ROLE_"+role.getname()); o
48 grantedAuthorityList.add(simpleGrantedAuthority); g
29 } :
50 /KRB S
51 for (Menu menu : menuList) { g
52 grantedAuthorityList.add(new simpleGrantedAuthority(menu.getPermission())); E
53 o
54 i/ §

o35 return new User(username,users.getPassword(),grantedAuthorityList); g

e )

257}

3.5.3 TEECEXHFHRRMERGS

FERCE 14 application.yml 30

mybatis:
mapper-locations: classpath:mapper/*.xml
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3.5.4 (EPLKECESR

http.authorizeRequests()

.antMatchers( ..antPatterns: "/layui/**","findex") // 7t 7 A/E S KEE
.permitAll()

.antMatchers( -aniPatlems: ©/findALLl").hasRole( 17 PR oa )

.antMatchers( ..antPattemns: "/find").hasAnyAuthority( ..authorities: "menu:system")

.anyRequest()
.authenticated(); //ZZiliF
// XHcsrf

http.csrf().disable();

3.5.5 (FREERSIFEERHTUR

R FEE RN 403 iREIIR

& C {Y | ® localhost:8090/findAll
iR Zighy & SE—T 17 MSDN, SEERE FER(UD.COM) T MWEFEA U miEss

Whitelabel Error Page

This application has no explicit mapping for /error, so you are seeing this as a fallback.

Mon Aug 24 10:19:51 CST 2020
There was an unexpected error (type=Forbidden, status=403).
Forbidden

3.6 HEX 403 WA

3.6.1 {EpURlaEcE3E

http.exceptionHandling().accessDeniedPage("/unauth");

3.6.2 RINFIRHz=FIES

@GetMapping("/unauth™)
public String accessDenyPage(){
return "unauth";

}

unauth.html

<body>
<hI>XIAGE, BEAVIRBPR! </h1>
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</body>

3.6.3 iz

— ey . - [ . - " ' -

& C {t | @ localhost:8090/find

S aE B Esww & sE—TF U] MON BSRE B =5
WA, ZBinaiER!

3.7 EMEMER
3.7.1 @Secured

HIrEREE/RE  RINGEIENEXELERIFFARFTEMIBIS "ROLE_ ",

(e ERRSC TSI ERFINRE !

@EnableGlobalMethodSecurity(securedEnabled=true)

@SpringBootApplication
@EnableGlobalMethodSecurity(securedEnabled=true)
public class DemosecurityApplication {

public static void main(String[] args) {
SpringApplication.run(DemosecurityApplication.class, args);
}

TEfblRs ok LR InERE

/) WREAE
@RequestMapping("testSecured")
@ResponseBody

@Secured({"ROLE_normal", "ROLE_admin"})
public String helloUser() {

return "hello,user”;

}

@Secured({"ROLE_normal","ROLE_ZEHR"})




A EE S X TSERFIEA

ERZEEEIGA : http://localhost:8090/testSecured =188

B EARNABXN @Secured ({"ROLE_normal”, "ROLE_EH R " }) RIAJ 1 n]

&« C {0t | @ localhost:8090/testSecured

B A B =swy & BE—TF 1] MSDN, &S

hello,user

3.7.2 @PreAuthorize

SeF IS ERRTIRE |
@EnableGlobalMethodSecurity(prePostEnabled = true)

@PreAuthorize : JFEESHNITIARIFNIRIGIE , @PreAuthorize AJLUSERA
F#Y roles/permissions SHUEZ5%H,

@RequestMapping("/preAuthorize")
@ResponseBody

//@PreAuthorize("hasRole( 'ROLE_EHEEF')")
@PreAuthorize("hasAnyAuthority (' 'menu:system')")
public String preAuthorize(){

System.out.println("preAuthorize");
return "preAuthorize";

}

ERFNERNL

3.7.3 @PostAuthorize

FeH IS ERRTIRE -
@EnableGlobalMethodSecurity(prePostEnabled = true)

@PostAuthorize VEMMEAIFAZ, FETNEPATE HEATHRREE, &G %k A & EE
IR .

@RequestMapping("/testPostAuthorize™)
@ResponseBody
@PostAuthorize("hasAnyAuthority('menu:system')")
public String preAuthorize(){

System.out.println("test--PostAuthorize");
return "PostAuthorize";

}



http://localhost:8090/testSecured

Uk LR FRERFHREA

A5 Y 2 D 2 S A

3.7.4 @PostFilter

@PostFilter : FRPRIGIEZ FEXIEGRHITITIE BB TRFRZ adminl RU%EE
FIAZUPRY filterObject 51RRIRTTIAIRENE List FRIFE—TTEH

@RequestMapping("getAll")
@PreAuthorize("hasRole('ROLE_EHH")")
@PostFilter("filterObject.username == 'admini'")
@ResponseBody

public List<UserInfo> getAllUser(){

ArrayList<UserInfo> list = new ArrayList<>();

list.add(new UserInfo(11l,"adminl","6666"));

list.add(new UserInfo(21l,"admin2","888"));
return list;

}

3.7.5 @PreFilter

@PreFilter: FANEHIZEZ RIXIEHEHITILIE

@RequestMapping("getTestPreFilter")
@PreAuthorize("hasRole('ROLE_EFEH ')")
@PreFilter(value = "filterObject.id%2==0")

@ResponseBody
public List<UserInfo> getTestPreFilter(@RequestBody  List<UserInfo>
list){

list.forEach(t-> {
System.out.println(t.getId()+"\t"+t.getUsername());

})s

return list;

}

EER , RSER postman #H{T

GET - http://localhost:8090/getTestPreFilter m Save ~
Params Authorization Body @ Pre-request Script Tests Settings G C

Headers @ 9

KEY VALUE DESCRIPTION ***  BulkEdit Presets v

t Cookie JSESSIONID=F3E9D9B7ASEATEF878556832FOCOE7D4

Content-Type application/jsan




Ursinz =

X TREEFNRA

Untitled Request

GET ¥ | htpiflocalhost:8090/getTestPreFilter
Params Authorization Headers (11) Body @ Pre-request Script
none form-data x-www-formyrlencoded @ raw binary

R
vid":1,

Tests

GraphQL

Settings

JSON

-

"username”: "admin®,
"password™”:"666"

dmins11”,
+"118388"

il
"idei2e,
"username”:"admins",
9 "password”:"888"
e [
1 {
12 "id"i"3,
13 "username™:™
14 "password
15 3
16 {

MRS Json R -

m SEVE .

Cookies Code

Beautify

[=
{E&
"id": "1",
"username":
"password":

s

{E

Ilidll: II2lI,
"username":

"password":

s

{E

llidll: IIBII-’
"username":

"password":

¥s
=
"id": "4",

"username":

"password":

"admin",

"666"

"admins",

" 888"

"admins11",

"11888"

"admins22",

"22888"
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3]

3.7.6 fRFIAT

https://docs. spring. io/spring-
security/site/docs/5. 3. 4. RELEASE/reference/html5/#el-access

3.8 2 THEENCER

3.8.1 gliExk

CREATE TABLE " persistent_logins™ (
“username” varchar(64) NOT NULL,
“series” varchar(64) NOT NULL,
“token" varchar(64) NOT NULL,

“last_used” timestamp NOT NULL DEFAULT CURRENT_TIMESTAMP ON UPDATE
CURRENT_TIMESTAMP,

PRIMARY KEY (" series")
) ENGINE=InnoDB DEFAULT CHARSET=utf8;

3.8.2 RINEUREERYECE Y

spring:

datasource:

driver-class-name: com.mysql.jdbc.Driver
url: jdbc:mysql://192.168.200.128:3306/test
username: root

password: root

3.8.3 REEX

BIEECESR

@Configuration
public class BrowserSecurityConfig {



https://docs.spring.io/spring-security/site/docs/5.3.4.RELEASE/reference/html5/#el-access
https://docs.spring.io/spring-security/site/docs/5.3.4.RELEASE/reference/html5/#el-access

YUisrE=

X TREHEFARA

@Autowired
private DataSource dataSource;

@Bean

public PersistentTokenRepository persistentTokenRepository(){

JdbcTokenRepositoryImpl jdbcTokenRepository

JdbcTokenRepositoryImpl();
// IREHER

jdbcTokenRepository.setDataSource(dataSource);
// EEeIER, E—AXRITRONE , UGERTTHEN G !
jdbcTokenRepository.setCreateTableOnStartup(true);

return jdbcTokenRepository;

new

}
}

3.8.4 (EMRLEER
@Autowired

private UsersServiceImpl usersService;

@Autowired
private PersistentTokenRepository tokenRepository;

// FEIEEETEE

http.rememberMe()
.tokenRepository(tokenRepository)
.userDetailsService(usersService);

3.8.5 WHERIMCERSEIEIE

itfEF: <input type="checkbox"name="remember-me"title="1C/E%HL"/><br/>

AL : name BIHEAANRT remember-me. REEHI N E B

3.8.6 (ERAK=HITERA

BRAINZE . RANEESEREA http://localhost:8090/find , ARBUKIARTLAERT !
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€ C 1t | ® localhost:8020/find
: RiFd =gl & BE—F 1] MSDN, &5

find

3.8.7 iEHEUHA

BOA 2 ERtE. (ERUUBERERSEREYE , BEREEHEH TR LUIEES
=

HEEEXHPIRE

/) FEIDIEH DEE
http.rememberMe()
.tokenvaliditySeconds(1e) // £ E#

.tokenRepository(tokenRepository)

.userDetailsService(usersService);

il R
,.r"(,.r"( ey HiC 3_['":]"

http.csrf().disable();|

3.9 P4
3.9.1 EEFRTIRIN—MBHEE

success.html

<body>

G <br>

<a href="/logout">iE Hi</a>
</body>

3.9.2 {EECEZXARILE LR tIE

| http.logout().logoutUrl("/logout").logoutSuccessUrl("/index").permitAll |
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0;

3.9.3 g

BHZ /R BEANOEEE R AN HES |

3.10 CSRF

3.10.1 CSRF HEfi#

BEuLiE ROy (55 Cross-site request forgery) , ##< A one-click
attack ¥ session riding, B 4E5 N CSRF 5i# XSRF, &kt F - 75 477 2
N Web BHFRF FHATIEA R BRI B k. BRES AT (XSS) #LL, XSS
I P PR Y P ok a2 RSt RS A, CSREF I R 2 35 5k FH 7 O 000 30 U6 8 PRI AT

PSS SRl MRl i, SRl A SRR T BU S FH P R0 s 25 R A
H 8 LWE i F a7 — St (WU ReE, AR, E B A an e AT Sk
Fdh) o HT A LA UERE, BT RARET A ) Rt e AR R R P R R T R AT
KA T web F I SR RAE R — A AR B I R R ARE TR SRR B 3P B
PNEEE, AARREERATG R BBRHE.

M Spring Security 4.0 J14f, BRIAMEGHL T2 8 H CSRF /47, LA 1l: CSRF Bt v H
FEF, Spring Security CSRF 2415 PATCH, POST, PUT 1 DELETE Jikit47 i

3.10.2 Efl

S RIUERII— it -

<input
type="hidden"th:if="${ csrf}!=null"th:value="${ csrf.token}"name="_csrf
II/>

KL EEERIZEPH csif

// http.csrf().disable();

3.10.3 Spring Security 3 CSRF fY[RIE :

1. Ak csrfToken {747 %] HitpSession B¢ # Cookie .



https://baike.baidu.com/item/%E8%B7%A8%E7%BD%91%E7%AB%99%E8%84%9A%E6%9C%AC

X TREHEFRERA

I CsrfToken

‘© & SaveOnAccessCsrfToken e DefaultCsrfToken

public interface CsrfToken extends Serializable {
String getHeaderName();

String getParameternName();

String getToken();

¥

SaveOnAccessCsrfToken ZKH M2 CsrfTokenRepository

private static final class SaveChAccessCerToken implements CsrfToken {

private transient CsrfTokenRepository tokenRepository;

private transient HttpServletRequest request;
private transient HttpServletResponse response;
private final CsrfToken delegate;

¥ » CsrfTokenRepository
A 4 2 a
- i i

< TestCsrfTokenRepository € LazyCsriTokenRepository L - HttpSessionCsriTokenRepository o CookieCsriTokenRepository

MATEE M SEIE: HttpSessionCsrfTokenRepository, CookieCsrfTokenRepository



RS

X TREHEFRERA

Ele Edit View Navigate Code Analyze Refactor Buld Run Tools VCS Window Help

J-security-web-5.2.4.RELEASEjar = [ org

=

springframewerk | [ security [ web £ csrf '8 CookisCarfT oy 4 [ %D

pplication ~| b % € G W |Gt v o E B Q

%) CrfTokenclass 16 HitpSessionCsriTokenRepository.class 16, CookieCsriTokenRepository.class « 16, DefauktCsriToken.class « 16 LazyCsriTokenRepository.class | Hierarchy: Subtypes of CsrfToken.. & — | &

Decompiled class file, bytecode version: 52.0 (Java 8) Download Sources  Choose Sources... v |8 12 scoper[Bll ~| S 7 0=

16 public final class CookieCsrfTokenRepository implements CsrfTokenRepository { * &= CsrfTokenRepository (org:s ’H‘g'é
17 static final String DEFAULT CSRF_COOKIE NAME = "XSRF-TOKEN"; €= HttpSessionCsriTokenRepository

. - - - € = LazyCsrfTokenRepository (org.s; T

18 static final String DEFAULT_CSRF_PARAMETER_NAME = "_csrf™; > @ CDDkiecsch.kenReposmory-jmg§

19 static final String DEFAULT_CSRF_HEADER_NAME = "X-XSRF-TOKEN"; s

20 private String |parameterName = "_csrf"; s

= private string headerName = "X-XSRF-TOKEN"; g

private String cookieName = "XSRF-TOKEN"; %

private boolean cookieHttpOnly = true; *

private Sstring cookiepPath; z

private String cookieDomain; s

@

277 @ public CookieCsrfTokenRepository() { E

28 3 o

28

public CsrfToken generateToken(HttpServletRequest request) { E

return new DefaultCsrfToken(this.headername, this.parameteriame, thismr‘eateNewTsken());] °

}

g

public void saveToken(CsrfToken token, HttpServletRequest request, HttpServletResponse respo °

String tokenvalue = token == null ? "" : token.getToken(); g

Cookie cookie = new Cookie(this.cookiename, tokenvalue); =

cookie.setSecure(request.isSecure()); s

if (this.cookiePath != null && !this.cookiePath.isEmpty()) { g

cookie.setPath(this.cookiePath); &

} else { °

41 cookie.setPath(this.getRequestContext(request)); g

2 } 5

S 3

a4 if (token == null) { g

]

45 cookie.setMaxage(0); g

46 } else { °

47 cookie.setMaxage(-1); g

48 } £

49 o

50 cookie. setHttponly(this. cookieHttponly); g

51 if (this.cookieDomain != null && !this.cookieDomain.isEmpty()) { &

52 cookie.setDomain(this.cookieDomain); °

53 }

B

response.addCookie(cookie); °

} H

]

=

o @ public CsrfToken loadToken(HttpServletRequest request) { °

Cookie cookie = Webutils.getCookie(request, this.cookieName); g

60 if (cookie == null) { &

return null; s

} else { g

String token = cookie.getvalue(); &

return !Stringutils.hasLength(token) ? null : new DefaultCsrfToken(this.headername, °

)

} 3

4

@ public void setParameterName(String parameterName) { g

H

Assert.notNull(parameterName, message: "parameterName is not null"); &

this.parameterName = parameterName; s

3 =

72 %

73 @ public void setHeaderName(String headerName) { o

Assert.notNull(headername, message: "headerName is not null"); g

this.headerName = headerName; =

¥ o

@ public void setCookieName(String cookieName) { :

Assert.notNull(cookienName, message: "cookieName is not null"); °

this.cookieName = cookieName; g

81 3 <

L3

public void setCookieHttponly(boolean cookieHttponly) { this.cookieHttponly = cookieHttponly g

=

@ private String getRequestContext(HttpServletRequest request) { o

string contextPath = request.getcontextPath(); g

return contextPath.length() > @ ? contextPath &

99 ¥ .

@ public static CookieCsrfTokenRepository withHttponlyFalse() { g

CookieCsrfTokenRepository result = new CookieCsrfTokenRepository(); °

result.setCookieHttpOnly(false); g

return result; &

¥ e

@

@ |private String createNewToken() { E

return UUID.randomuuID().tostring(); °

I

o H
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2. WHRBKES, MiERFHEE csriToken, FI{RAEN csriToken fif bbA, M I 24
AIE RS Avk. FEIBE CsriFilter i E 28 K52 1.
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Fle Edit View Navigate Code Anahze Refactor Buid Run Tools VCS Window Help -
spring-security-web-5.24RELEASEjar - [ org * [ springframework [ security ' [ web [ esrf - € CsrfFilter A | #GDemosecurityApplication ~| b % G G W Gt ¥ S|k B Q
4§ (@ Corfokenclass ) HitpSessionCsriTokenRepository.class €} CookieCsriTokenRepository.class € DefaultCsriToken.class € Csrffilter.class €} LazyCsriTokenRepository.class Hierarchy: Sub.. & — | &
v I
& Decompiled .dlass file, bytecode version: 52.0 Java 8) Download Sources  Choose Sources: P T N
= 5
L1 V/aaal * @, CsriTokenRept S
- €% HitpSessionC
B €= LazyCsriToke M
6 z

6 package org.springframework.security.web.csrf; > 76 CookieCsrfTc &
B

J
ua.

import ...

aseqeieq ()

public final class CsrfFilter extends OncePerRequestFilter {

public static final RequestMatcher DEFAULT_CSRF_MATCHER = new CsrfFilter.DefaultRequirescCsrfMatcher(); ™

private static final String SHOULD_NOT_FILTER = "SHOULD_NOT_FILTER" + CsrfFilter.class.getName(); E

27 'private final Log logger = LogFactory.getlLog(this.getClass()); ®

private final CsrfTokenRepository tokenRepositcr‘y;I -

private RequestMatcher requirecsrfProtectionMatcher; =

private AccessDeniedHandler accessDeniedHandler; o

g

5

public CsrfFilter(CsrfTokenRepository csrfTokenRepository) { =

this.requireCsrfProtectionMatcher = DEFAULT_CSRF_MATCHER; ®

this.accessDeniedHandler = new AccessDeniedHandlerImpl(); -

Assert.nothull(csrfTokenRepository, message: "csrfTokenRepository cannot be null"); =

this.tokenRepository = csrfTokenRepository; o

}

5

protected boolean shouldNotFilter(HttpServletRequest request) throws ServletException { ®

return Boolean.TRUE.equals(request.getattribute(SHOULD_NOT_FILTER)); -

41 } 5

42 S

13 8@ protected void [LIFBEEEISGIETNEN(HttpServlietRequest request, HttpServletResponse response, FilterChain f 2

44 request.setAttribute(HttpServletResponse.class.getName(), response); =

45 | CsrfToken csrfToken = this.tokenRepository.loadToken(request); ®

46 boolean missingToken = csrfToken == null; g

47 if (missingToken) { g

48 csrfToken = this.tokenRepository.generateToken(request); o

49 this.tokenRepository.saveToken(csrfToken, request, response); g

= ¥ XA skey Rt _csrf) valuell fEtok S
~= L s KA —— AlLepL A TOR

: ®

request. setAttribute(CsrfToken,class,getN’ﬂe() , csrfToken); g

53 request.setAttribute(csrfToken.getParametername(), csrfToken); g

54 if (lthis.requirecsrfProtectionMatcher.matches (request ) fm—— ﬂt@ﬂ@i@A;ia&u'_‘ i) o

55 filterChain.doFilter(request, response); g

} else { £

String actualToken = request.getHeader(csrfToken.getHeaderName()); o

if (actualToken == null) { g

actualToken = request.getParameter(csrfToken.getParametername()); g

¥ ®

£

if (lcsrfToken.getToken().equals(actualToken)) { =

if (this.logger.isDebugEnabled()) { o

this.logger.debug( o: "Invalid CSRF token found for " + Urlutils.buildFullRequesturl(req g

} z

L]

if (missingToken) { -

this.accessDeniedHandler.handle(request, response, new MissingCsrfTokenException(actual £

} else { o

this.accessDeniedHandler.handle(request, response, new InvalidCsrfTokentxception(csrfTo g

¥ B

£y

} else { g

filterchain.doFilter(request, response); H

} -

@

¥

} 5

L]

public static void skipRequest(HttpServletRequest request) { g

request.setAttribute(SHOULD_NOT_FILTER, Boolean.TRUE); =

} .

g

5

public void setRequireCsrfProtectionMatcher(RequestMatcher requireCsrfProtectionMatcher) { g

Assert.notNull(requireCsrfProtectionMatcher, message: "requireCsrfProtectionMatcher cannot be null” ®

this.requireCsrfProtectionMatcher = requireCsrfProtectionMatcher; g

) F

i

public void setAccessDeniedHandler(AccessDeniedHandler accessDeniedHandler) { g

]

Assert.notNull(accessDeniedHandler, message: "accessDeniedHandler cannot be null"); s

this.accessDeniedHandler = accessDeniedHandler; ®

) H

:

private static final class DefaultRequiresCsrfMatcher implements RequestMatcher { o

private final Hashset<String> allowedMethods; g

5

=

private DefaultRequiresCsrfMatcher() { ®

this.allowedMethods = new HashSet(Arrays.asList("GET", “"HEAD", "TRACE", "OPTIONS")); g

} =

i

public boolean matches(HttpServletRequest request) { g

5

return !this.allowedMethods.contains(request.getMethod()); =

} -

UepllEA UEDE

ucture
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4. SpringSecurity HIREPPRA =

4.1 4 RMRS

1. BHARSS Hisk

MRS B Martin Fowler 5 James Lewis T 2014 FFE[F$R-H, RS ZEH RS & —Fh
i — /DRSS KIFR AN g%, §MRGSBITER RS, FEHREE
LHLHELS, EH L HTTP APT, IXEEARSIE TS AE ii e, FEaEe @t B sh b Bl
SRS, IR AR S R R R ARE =5 S, AR FEHRAAEHAR, HARFFRKIR
e A A B

2. RSN

(1) SRS BG4 T — A AT H A SR R, 38 2 At A SR 35 b
B fift R o

(2) WUIRSS A BRHA AT LU AR A7 77 30 CEEIn B redis, A HIH mysql
), Al AR AR RO N B o

(3) Tl S5 REABRHUER AT L AR KT AR, IR R

3 RS A R

(1) s, REHSEABCRMARS AL, 1M R G E SR BRI S, X R AR
FEAF G 55 rT IOSL A8 . 384T JH4, AU, XA R A ISR 55 SRk 55
ZIFEL R b AR TAEDIRE ENIRIUN — g — I Bk . XFITIET “G— %
7 RIHORIR G — WS R, g0 HIRRE R, IR askng, 51 kel
R, giBIHEME %, G- HiEET K, gi Ui A N85,

(2) TS B H IR R IR BT, SEBLBEEIT A AR .

4.2 RGN ESZBUL A %
1. NSRS

(1) W ZEHT Session, A4 Spring-security =%t cookie H ] sessionid #EATfi#fr, 1%
B R S5# A7 session /5 5., SRJE HIW AT P2 B A1 RIE R .

(2) iR token, NIZMEMTH token, 2AJEF M HTIE R INAZ] Spring-security & F AR
ERSRa PR



l‘ ole v e . s 5
Uisre = LR T RAEREHRA
i redis
1 z key: BREHAAEL
|22 value: FIFHURFIE
APEED
HPREFAPRRIIE .
4 tokeni{H cookie
4% H F w5 Eiﬁi Frheaderii tokenfd
token (£ jwt)

M springsecurityf H§iH KT
TR, WELHTH R

Spring Security

Mheaheri B token
Mtokendk IR PE
FEAPE Mredisit
BHRFIE

WRRGHIBIA S, FAMEYE T ZAT RS UGE, B AIRATIE ST token [
AT S INIE, PR P 2B YGERTDD, 285 SRBCSHTH P A e — RIRR
8, HUHP LA key, BIRFIZFRA value ITERAEN redis 247+, R4 P 4 HHE R
A 1% token 3R (A1, P 24K token 1033 cookie B, AFIRIAFT api 22 L #ER A token T
F| header iRk, Spring-security i header S<3KHX token 158, M#HT token FREL 4
H %, RPEH A A0 LA redis FIEREURBRZ1F, X HF Spring-security il &% 3 W 24 11
TR A BR V7]

2, UREEGERE

F¥89¥E acl_permission

A acl_role

BRERA TN EAHXFR

[ acl_permission

id

name

1

HHIBEIE

E2:E

id

name

EZSES

2

WEER

11

BER

AP acl_user

id

name

100

12

WA AR

FHHEXHRE acl_role_pernmission

rid

11

11

12

AR PXRE acl_user_role

lucy

101

mary

uid

100

101

101
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4.3 jwt /M4

1, HESHERYEE

By reference token By value token
(EIESHE) _ (BEEOE)

e
BEAERREYFRIERITIRRT | T RANIRSS SRIMARISHE | BaX
pricil==b W e B :JZHQ_F'ESZ%QF‘ OTTEEFAER
RINFhE (claims)
RIRARSS B B iR BENEEE , PROMRE
AiXEOAuth 2121 AR 55289 (issuer) , HREEHIEEIA
SHREIRE |, ARERIESHE aud(audience) , ESZ%scope
BEAEEX , HIKE BRIRIRSS B LAEA KRR S
claims/scopes& &M= 2 BHESLIAZEZAIISON Web
Tokens(JWT)
2, JWT RY4Hpk
BRIy — N IWT BRSO TE
EnCOded PASTE A TOKEN HERE Decoded EDIT THE PAYLOAD AND SECRET
eyJhbGci0iJIUzITNiIsInR5cCI6TkpXVCJS. ey e
zdWIi0iIxMjMONTY30DkwIiwibmFtZSI6TkpvaG4d { SR
gRGI1TiwiaWF@IjoxNTE2MjM5MDIYFQ. SFLKxWRJ “typt U
SMeKKF2QT4fwpMeJF36P0k6yJV_adQssw5e }

PAYLOAD: DATA

(
!
"sub”: "1234567898",

‘name” : "John Doe",
‘lat”: 15162396822
base64url(Header) + "." + } S
base64url(Claims) + "." +
baseG4urI(Signature) VERIFY SIGNATURE
HMACSHA256 (

baseb4Ur1Encode(header) + "." +

} [ secret base64 encoded

P RN MR TR H, PR L. R =T .
BT HRRR T AR, B IR =0 0T Sk AR A
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JWT 3k
JWT SR 73R — NIk JWT JeHd i) JSON X4, H W F s

//alg//: //HS256//’
”typ” . ”JWT”
}

1E AR, alg BYERIRZEAM RS YE, BRAN HMAC SHA256 (57N HS256) ;
typ BHERRASHIIZEA, WT S 4—"58 IWT. #Ja, f#F Base64 URL Hiz¥ ik
JSON i Gt ¥ 7455 B AR AT

BHEA

BRESTEy, & IWT RPN ERR Y, W24 JSONXM R, W5 EAENEE. T
RN T B IE R

iss: KRATA
exp: F It [a]

sub: F

aud: FF

nbf: EMZ HIAAH

iat: KA [E

jti: JWT ID H-FARIiZ JWT

BrUA_EERIN BN, BATERT LA E XA TB, Wil

“sub”: 712345678907,
“name”: “Helen”,

“admin”: true

}

TR, BRAEOLT IWT RARINEN, AT ANHSRT DA A, BRI ER AL 2
B FIRERR, AR IEE it .

JSON % %A ] Base64 URL B iEEEH h 715 R ARAT
B F
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A FR oy S BT PAR  BR A AL, R E M REE S A, AR R EE A S
o

B, WERE - NEN (secret) o IZEMMNMONRIFAEMSS &b, I BARERMA P 2
e WA, AR kPR E A FE (BOATE DL T Y IMAC SHA256) AR#E LAR 2 30 Rk

HMACSHA256 (base64Ur1Encode (header) + ”.” + base64UrlEncode (claims), secret)

FEHHHERELWETE G, W Sk, BRERMAELETE I =N HE s — N 7S, &1
TR AR, A AN JWT X F .

Base64URL &y

WIRTATIA, JWT SLAE 8 7 FIAL I SyE# 21 T Base64URL . 1Z5L7EFIH L Base64 5
RN, FHAE Z .

YERA R JWT B LUAE URL H (fFl 0 api. example/?token=xxx) . Base64 1 =4
FREETH, T/RT=", BTAE URL AR S, I Base64URL Hoxf Al Al 18 1 8 k..
TR, MR T/ B R, X E Base64URL A

4.4 BLAAARAEEH
v B main
v [ java
v [N com.atguigu.serurity
v [u config
& TokenWebSecurityConfig  #Z/U BB DS
v [N entity
:zescet:ntyUser 18 ﬁ{?&;%
v [afilter

® TokenAuthenticationFilter TR AZIL &
€ TokenLoginFilter |\ {[Fi<E a8

v [ security
@ DefaultPasswordEncoder o4
© TokenLogoutHandler JE-H4MEES
© TokenManager tokeniE{E T B

© UnauthorizedEntryPoint S48 —4 B
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4.3.1 REZOEER

Spring Security 1% O FC & 3l /2 4 2K WebSecurityConfigurerAdapter 33 fi#
@EnableWebSecurity FJECE . XAMECETRH T H P L5 AR 7. 15REER. B3
6 AR I SN 2 A A R B

@Configuration
@EnableWebSecurity
@FnableGlobalMethodSecurity (prePostEnabled = true)
public class TokenWebSecurityConfig extends WebSecurityConfigurerAdapter {
JEE X B E 5 S RI IR (5 2
private UserDetailsService userDetailsService:
//token EPET A (/K token)
private TokenManager tokenManager;
/G E R T RE
private Defaul tPasswordEncoder defaultPasswordEncoder;
//redis #R1E T AIE
private RedisTemplate redisTemplate;
@Autowired
public TokenWebSecurityConfig(UserDetailsService userDetailsService,
DefaultPasswordEncoder defaultPasswordEncoder,
TokenManager tokenManager, RedisTemplate
redisTemplate) {
this. userDetailsService = userDetailsService;
this. defaul tPasswordEncoder = defaul tPasswordEncoder;
this. tokenManager = tokenManager;
this. redisTemplate = redisTemplate;

Viss
* BEKE
*/

BB HHTHEAFAT token, redis TE(FHIAE
@)verride
protected void configure (HttpSecurity http) throws Exception {
http. exceptionHandling ()
.authenticationEntryPoint (new UnauthorizedEntryPoint())
and (). csrf (). disable()
.authorizeRequests ()
. anyRequest (). authenticated()
.and (). logout (). logoutUrl (”/admin/acl/index/logout”)

. addLogoutHandler (new
TokenLogoutHandler (tokenManager, redisTemplate)). and ()
. addFilter (new TokenLoginFilter (authenticationManager (),
tokenManager, redisTemplate))
.addFilter (new
TokenAuthenticationFilter (authenticationManager (), tokenManager,
redisTemplate)). httpBasic () ;
1
Rk
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*/
@verride
public void configure(AuthenticationManagerBuilder auth) throws Exception

auth. userDetailsService (userDetailsService). passwordEncoder (defaultPasswordEnc
oder) ;
}
Sk
* [ B LG KA
*/
@)verride
public void configure (WebSecurity web) throws Exception {
web. ignoring (). antMatchers (“/api/#%” , ”/swagger—ui. html/*x*) ;

}

4.3.2 SIEANERBURXMITRE

~ [, spring_security

v src
w main
v java
v com.atguigu.serurity
b canfig
> entity
b filter

DefaultPasswordEncoder

i

(]

TokenLogoutHandler

i

TokenManager

(]

UnauthorizedEntryPoint

(1) DefaultPasswordEncoder: 2575 AR5k

@Component
public class DefaultPasswordEncoder implements PasswordEncoder f{

public DefaultPasswordEncoder() {

this(-1);
}
Rk
# @param strength
* the log rounds to use, between 4 and 31
%/

public DefaultPasswordEncoder (int strength) {
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}

public String encode(CharSequence rawPassword) {
return MDb. encrypt(rawPassword. toString()) ;

}

public boolean matches(CharSequence rawPassword, String encodedPassword) {
return encodedPassword. equals (MD5. encrypt(rawPassword. toString())) ;

}

(2) TokenManager: token FRAERI T HRE

@Component
public class TokenManager {
private long tokenExpiration = 24%60%60%1000;
private String tokenSignKey = ”7123456";
public String createToken(String username) {
String token = Jwts. builder(). setSubject (username)
. setExpiration (new Date (System. currentTimeMi11is() +
tokenExpiration))
.signWith (SignatureAlgorithm. HS512,
tokenSignKey) . compressWith (CompressionCodecs. GZIP). compact () ;
return token;
}
public String getUserFromToken (String token) {
String user =
Jwts. parser(). setSigningKey (tokenSignKey). parseClaimsJws (token). getBody (). getSu
bject () ;
return user;
}
public void removeToken(String token) {
//jwttoken T i bk, 7/ G IR AT
}

(3) TokenLogoutHandler: iBH{SZH

public class TokenLogoutHandler implements LogoutHandler {
private TokenManager tokenManager;
private RedisTemplate redisTemplate;
public TokenLogoutHandler (TokenManager tokenManager, RedisTemplate
redisTemplate) {
this. tokenManager = tokenManager;
this. redisTemplate = redisTemplate;
1
@verride
public void  logout (HttpServletRequest request, HttpServletResponse
response, Authentication authentication) {
String token = request. getHeader ("token”) ;
if (token != null) {
tokenManager. removeToken (token) ;
/T A A I SR

String userName = tokenManager. getUserFromToken (token) ;
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redisTemplate. delete (userName) ;
1

ResponseUtil. out(response, R. o0k()):

(4) UnauthorizedEntryPoint: RI{ZANG— b

public class UnauthorizedEntryPoint implements AuthenticationEntryPoint {
@)verride
public void commence (HttpServletRequest request, HttpServletResponse
response,
AuthenticationException authException) throws
10Exception, ServletException {

ResponseUtil. out(response, R. error()):

4.3.2 SUEBIMIERNCE S

v com.atguigu.serurity
> config
v entity

€ SecurityUser

€ User

(1) SecutityUser

@Data
@S1f4;
public class SecurityUser implements UserDetails {
/2RI E SR
private transient User currentUserInfo;
/25 AR
private List<{String> permissionValueList;
public SecurityUser() {
}
public SecurityUser (User user) {
if (user !'= null) {

this. currentUserInfo = user;

1
@)verride
public Collection<? extends GrantedAuthority> getAuthorities() {
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Collection<{GrantedAuthority> authorities = new ArrayList<>();
for (String permissionValue : permissionValueList) {
if (StringUtils. 7sEmpty(permissionValue)) continue;
SimpleGrantedAuthority authority = new
SimpleGrantedAuthority (permissionValue) ;
authorities. add (authority) ;

}
return authorities;
1
@verride
public String getPassword() {
return currentUserInfo. getPassword() ;
}
@verride
public String getUsername() {
return currentUserInfo. getUsername () ;
}
@verride
public boolean isAccountNonExpired() {
return true;
}
@verride
public boolean isAccountNonLocked() {
return true;
}
@verride
public boolean isCredentialsNonExpired() {
return true;
}
@)verride
public boolean isEnabled() {
return true;

}

(2) User

@Data
@ApiModel (description = ”FH 1 sE2{k2k”)
public class User implements Serializable {
private String username;
private String password;
private String nickName;
private String salt;
private String token;
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4.3.3 SUEBIMIEFIZINAS filter

v filter

TokenAuthenticationFilter

€ TokenlLoginFilter

(1) TokenLoginFilter: AUEH filter

public class TokenLoginFilter extends UsernamePasswordAuthenticationFilter {
private AuthenticationManager authenticationManager;
private TokenManager tokenManager:;
private RedisTemplate redisTemplate;
public TokenLoginFilter (AuthenticationManager authenticationManager,
TokenManager tokenManager, RedisTemplate redisTemplate) {
this. authenticationManager = authenticationManager:;
this. tokenManager = tokenManager;
this. redisTemplate = redisTemplate;
this. setPostOnly (false) ;
this. setRequiresAuthenticationRequestMatcher (new
AntPathRequestMatcher (“/admin/acl/login”, "POST”)) ;
}
@verride
public Authentication attemptAuthentication (HttpServletRequest req,
HttpServletResponse res)
throws AuthenticationException {
try {
User user = new ObjectMapper().readValue(req. getInputStream(),
User. class) ;

return authenticationManager. authenticate (new
UsernamePasswordAuthenticationToken (user. getUsername (), user. getPassword(), new
ArrayList<>());

} catch (IOException e) {
throw new RuntimeException(e);

ks
#/
@)verride
protected void successfulAuthentication (HttpServletRequest req,
HttpServletResponse res, FilterChain chain,
Authentication auth) throws
I0Exception, ServletException {
SecurityUser user = (SecurityUser) auth. getPrincipal();
String token =




UO)ErEs LR FRARRIREA

tokenManager. createToken (user. getCurrentUserInfo (). getUsername()) ;

redisTemplate. opsForValue (). set (user. getCurrentUserInfo (). getUsername (),
user. getPermissionValueList()) ;
ResponseUtil. out(res, R. ok().data("token”, token));
}
Vess
@verride
protected void unsuccessfulAuthentication(HttpServletRequest request,
HttpServletResponse response,
AuthenticationException e) throws
I0Exception, ServletException {
ResponseUtil. out(response, R. error());

(2) TokenAuthenticationFilter: #A#X filter

public class TokenAuthenticationFilter extends BasicAuthenticationFilter {
private TokenManager tokenManager:;
private RedisTemplate redisTemplate;
public TokenAuthenticationFilter (AuthenticationManager authManager,
TokenManager tokenManager, RedisTemplate redisTemplate) {
super (authManager) ;
this. tokenManager = tokenManager;
this. redisTemplate = redisTemplate;
}
@verride
protected void doFilterInternal (HttpServletRequest req,
HttpServletResponse res, FilterChain chain)
throws I0Exception, ServletException {

logger. info (” “+req. getRequestURI()) ;
if (req. getRequestURI (). indexOf ("admin”) == -1) {
chain. doFilter (req, res):
return;

}

UsernamePasswordAuthenticationToken authentication = null;
try f{

authentication = getAuthentication(req);
} catch (Exception e) {

ResponseUtil. out(res, R.error());

}

if (authentication != null) {

SecurityContextHolder. getContext(). setAuthentication(authentication) ;
} else {

ResponseUtil. out(res, R.error());
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chain. doFilter(req, res):
}
private UsernamePasswordAuthenticationToken
getAuthentication (HttpServletRequest request) {
/) token B J° header *H
String token = request. getHeader (“token”) ;
if (token != null && !””.equals(token. trim())) {
String userName = tokenManager. getUserFromToken (token) ;
List<{String> permissionValuelList = (List<String>)
redisTemplate. opsForValue (). get (userName) ;
Collection<GrantedAuthority> authorities = new ArrayList<>();
for (String permissionValue : permissionValueList) {
if (StringUtils. 7sEmpty(permissionValue)) continue;
SimpleGrantedAuthority authority = new
SimpleGrantedAuthority (permissionValue) ;
authorities. add (authority) ;
}
if (1StringUtils. isEmpty(userName)) {

return new UsernamePasswordAuthenticationToken (userName, token,
authorities) ;

1
return null;

}

return null;

5. SpringSecurity Bl &4

5.1 SpringSecurity K J8 2% /4

SpringSecurity K & TEREM W, ©F &R KIS . IERX &t
PREEM 15 by RS AT A -

(1)  WebAsyncManagerIntegrationFilter: ¥ Security T35 Spring Web HHT
Wb S A0 T SRR ) WebAsyncManager HEAT 5.

(2)  SecurityContextPersistenceFilter: fEFRIRIHRACHE Z Bk %5 RKAH < %4 B
FXAEEMEE] SecurityContextHolder H, SAJETEIZIIERME TR G, ¥
SecurityContextHolder HO&TIXIIERIGE BRI — “Bfg” +, NE¥
SecurityContextHolder HHI{EEIERE, WHIWIFE Session 4 —AMH P %25
SR AN e AR

(3) HeaderWriterFilter: FT¥LE 2 AN,




Lll)fh;&iéi IR TRER SR A

(4> CsrfFilter: FHTACPRESHETERNIE

(5) LogoutFilter: FI-TAbFHIEH &5,

(6) UsernamePasswordAuthenticationFilter: FJFAbHEIETFRPFIEFIER, WERHH
R P 2Ry, BB AR E  /login FUIER .. MR FASREH P 4 f1%50
i, BRAEHR S name {H4 username F1  password, IXPH-ME T LU 5 EIX A
21 usernameParameter Fl1 passwordParameter P/NZSEHIEBEATIEE.

(7) DefaultLoginPageGeneratingFilter: WIERANEERNH, I RGEVIIEILEHE
fio B XA e, HH T8 7 BT 8 R AR il — AN B SR R U .

(8) BasicAuthenticationFilter: AaJlFI4LFE http basic AIF.
(9) RequestCacheAwareFilter: FHAALFEIERMKIGAT .
(10) SecurityContextHolderAwareRequestFilter: EEZALBIERM R requests

(11) AnonymousAuthenticationFilter: ¥l SecurityContextHolder T /& &HEAEAE
Authentication X%, WIRAFAENHLEEM—PES Authentications

(12) SessionManagementFilter: &P session M yEZ:

(13) ExceptionTranslationFilter: AbF AccessDeniedException Fl
AuthenticationException .

(14) FilterSecurityInterceptor: FJLAE ML IERSEERTH T,
(15) RememberMeAuthenticationFilter: éﬁﬁ):'&ﬁ BN BT R BUERE, M cookie

BEREAIPHER, WH Spring Security FEWEIH %UHjFHFj:XE'f ] remember me cookie,
HPA A P s, meEESERHANRSR, ZILIESRSRIAANTFE.

5.2 SpringSecurity A2

Spring Security REUSIESLINAIESENR , RESRNTIESEE , Z68HANT—D

Ll}f’\%g .
iR
Username . .
Password Bas'lc i Excep119n FilterSecurity
soess Authentication Translation
Authentication ; 3 Interceptor
1 Filter Filter
Wi N Filter
~
formLogin ¢ it httpBasiciff kK
iR i e A%
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FEIPHBNETLERSE  FERNBCERE | JURES MAIELERS. INESIEEEaTLL
{#F8 Spring Security FHAGNIETIEES . tBRILARESITIEES (flaN : F2(E500E ) . A
B IEESE/E configure (HttpSecurity http) 7IEFEE , IRBEEFAEN. THSE
RMBLAT=/NTiEss -

UsernamePasswordAuthenticationFilter 13JE8S : iZiTEEs =& BIIRIE3CHI POST =
NERFREK , FHHTEMIAIL.

ExceptionTranslationFilter i9yE28 | iIZTIERAHEFRK(EE | WTFRIRRRANEKRS
BiERT , EEENSEFEHTOE (510 : SEREERE ) .

FilterSecurityInterceptor I3EaS : TS RIL SRS — NSRS , IRIEAR
BRECE KA ML ana kK ERBNRIARNMAER. RIBEZREMBBEXRE , H
B ExceptionTranslationFilter I EE8HH THAFIRLIE,

5.3 SpringSecurity JIAEREE

INIERFERTE UsernamePasswordAuthenticationFilter iIEEEAMER , BEMTRIEWT
Fhs

Gkl R

UsernamePassword

AuthenticationFilter

Authentication( A< A iIF)

AuthenticationManager
(ProviderManager)

AuthenticationProvider
(DaoAuthenticationProvider)

UserDetailsService

iz ]

SR
UserDetails > Authentication( XA iiE)

5.3.1 UsernamePasswordAuthenticationFilter &5

SRRIERAIE— POST DHHERKRBEK , MiSBiziLisssi=gt . FHTEMIA
i, ZIIEESHY doFilter ) JoiASCHMEELMSRALZE

AbstractAuthenticationProcessingFilter 1 , BEEHHXIELS :



U‘ﬁ:ﬁﬁi@ IR T RERFNR A

/e deFilter() FiE |
public woid doFilter(ServletRequest ren, ServletResponse res, FilterChain chain) throws IOExcepti
HttpServletRequest request = (HttpServletRequestiren;
HttpServletResponse response = (HttpServletResponse)res; %E'—
if (lthis.reqguirestuthentication(request, response)) £
f101) FETEZERES S PosT ATPIETRRERIER, NRTEMEEMT, #HAT RS
chain.doFilter(request, response);
1 oelse {

£ suthentication ERBETFMAFAEGEEMZE, FESHTIER 2E _
Authentication authResult: %%‘—

try {

F02) BT UsernanePazswordauthenticationFilter ES I EHTESHIAE,
£ IREIR) authresult MSIEIMEERIAPES

authResult = this.attemptiuthentication(request, response):

if (authResult == null) {

return;

o —

&=
//(3) Session SREZAME CHNRELE AP Sesston BAFER, FUETELLAHTHRHME)

this.sessionstrategy.onduthenticationauthResult, reguest, response);

1 catch (InternaltuthenticationServiceException war8) {
this. logger.eccor("An internal ercor occurred while trying to authenticate the user.",
F104) AERM, BRRAERR R IR S EHu

this.unsuccessfulavthentication(request, response, ward):

return;

Frea)y LERTH AR
if (this.continueChainBeforeSuccessfulauthenticatinn)

I BHAA] continuechainBeforeSuccessfulauthentication 39 false, PRLALAIFEETH 7 B AT —T01iEsR
chain.doFilter{request, response);

3
1 BAAERET AL 32 28

this.successfulauthentication{request, response, chain, authResultl;

*** AR £ 3IBAAT UsernamePasswordAuthenticationFilter £
attemptAuthentication() 5% , iGBITF :
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public class UsernamePasswordfuthenticationFilter extends AbstractfuthenticationProcessingFilter {
public static final String SPRINC_SECURITY_FORM_USERMWAME_KEY = "username":
public static final String SPRING_SECURITY_FORM_PASSWORD_KEY = "password":
private String uzernameParameter = "uzername"; ff BHAFRERPEZEN uzername
private String passwordParameter = "password": [/ EHAEREEN password
private boolean postonly = true:; /7 BHAEH AT EEER PoST

public UsernamePasswordduthenticationFilter() {
fr BRVERRBRHETA Moegin, POST ATUENR
super(new AntPathRequestMatcher (" f1loain", "POST")):

If,f FiREY doFilter() FiEIERRLE attenptathentication() FiEB TS ML I
public Authentication attemptilthentication(HttpServietRenuest renuest, HttpServletResponse response] tf
1f (this.postonly && lreguest.getMethod().equals("POST"}) {
by EHABRT, RERARTE rosT, 2MtESE |
throw new AuthenticationServiceException("Authentication method not supported:
T oelse {
I F102) EEREHIETE] usernane F0 password I
String username = this.ohtainUsername(request);

+ reqguest.getM:

String password = this.obtainPassword{request);
if {username == pulll) {

usernamg =

username = username.trimnl):
l/7(3) fEFEERIE AR usernane, password FiE Authentication X%, FFCEMFFRIE |
UsernamePasaswordfuthenticationToken authRequest = new UsernamePasswordiuthenticationToken(username, passwo

I,n’f(:l) 4%%3}%:]:3?—&%@%,@,1&%@] Authentication FTEM, M: remotesddress, sessinnldl
this.setDetails(request, authRequest);

Iff(S) B ProviderManager 2509 authenticate() FiEH T TEHIMIE I
return this.getAuthenticationManager().authenticate(authRequest);

**x% FiRRY (3 ) ZiEEUEHY UsernamePasswordAuthenticationToken &
Authentication EORISEIE |, ZXEAMIES | — 1 BFHEIIKEREANIRIA
IEMARER , — 1M RTFHSBAERNEHARER :
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public class UsernamePasswordtothenticationToken extends AbstractfuthenticationToken {
private static final long serialVersionUID = 53003
private final Object principal;
private Ohject credentials:

Jf AT HRAREREARRMWINATES), FIEA authrequest FIRELERETSESHITINSH

public UsernamePasswordfuthenticationToken(Object principal, Object credentials) {

super((Collection)null); 1§ FAPFIRRA mull
this.principal = principal; J1 BEREAFIRPS

thiz.credentials = credentials; // BliE{EA 00
this.setAuthenticated(false); 1 e ARIAE

H AHEES AR ERARES
public UsernamePasswordAuthenticationToken(Object principal, Object credentials, Collections?
super{authorities): {f BAFIVIRES
this.principal = principal: JF HEEMATAPEER] UserDetails 318, T-BEAPS
=]

thiz.credentials = credentials: // BIER(EA QST
super.setAuthenticated(true);  ff #RICLAIEERID

:
o

*++x Authentication EONSCMXEBFERBAFIALESE . EEZIEORGENX :

public interface Authentication extends Principal, Serializable {

{1 AFTRES
Collectinn<? extends Grantedfuthoritys getfuthorities():

1t AFES

Object getlredentials();

ffOEFAEERTEEMES (Hl0: renoterddress, sessionld)

Object getbetails():

ff FAUET R EmEREARTRAPS ; IMERINERHEAERPE RN UserDetails 35
Object getPrincipal();

ffEEWIALE (true: JAIERETD, false: FRIAIED

bhoaolean iséuthenticated():

FFORBETAE Ctrue: LAFREL, false: FIAIED

yvold setfuthenticated(boolean wvarl) throws IllegalArgumentException:

5.3.2 ProviderManager j5f3

FiAj$FESh , UsernamePasswordAuthenticationFilter 13jEEEHY
attemptAuthentication() 75709 ( 5 ) iIBFRIEFRIAIEAY Authentication IFSRIEN
ProviderManager 2504 authenticate() /558 TEDIAIL.
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ProviderManager &2 AuthenticationManager #2RISCINE |, iZEO2INEEXAZME
O, RO, ELfRAS | BITTREZMARBAMEST | fig : BFRE+
RS, HEFE+ERD. FHNS+RIHESE , MXEAEARPIAOBERE— |, 2

AuthenticationManager, 7E1%3EOAYE FISCIIZE ProviderManager NER4ER—

List<AuthenticationProvider>%lFE , FHRSHIAIEAT, | LR EXEFIEEER

( Delegate ) RINFH, EFMAIESXIMNE— AuthenticationProvider ,

AuthenticationManager 1RIEIANESZIARE ( 1RIEENBY Authentication Z8BY¥IRT ) FE

XHRIRY AuthenticationProvider #4TFBFIAIE,

public class ProviderManager implements AuthenticatinnManager, MessageSourcefware, InitializinopBean {

oo
£ 5 AFRIMER] Authentication #E

public Authentication authenticate({futhentication authenticatinon) throws AuthenticationException {
|ff(1) FEED{E A BN suthentication ZERL, B[l UsernamePassworduthenticationToken.class

Class<? extends Authenticatlon= tolest = authenticatlon.getllassy);

AuthenticationException lastException = null;
AuthenticationException parentException = null;

Authentication result = null;

Authentication parentResult = null;

honlean debug = Logger. is0ebugEnabled():

[!(2) FEEUIFATAE List<authenticationProviders fiE{EEE |

Iterator var® = this.getProviders().iterator();

11 AEEET,
while(wvar®.hasNext{}) {
Authgpticatiunpruvidgr pravidgr = (ﬂuthenticatianpravider!varS.next();

| £103) BRG] suthenticationProvider 25IEF UsernamePasswordAuthenticationToken.class ZERIAY ﬂimhentic

if (provider.supports{teTest)) {
if (debug) {
Togger.debug("Authentication attempt using " + provider.getClass().oetName());

77 IR ERE S ERAEA TR AuthenticationProvider, IHEALF DacAuthenticationProvider
try 4
Iff(4) BA DavtuthenticationProvider §9 authenticate() FiEHTIME: I
77 AR, S BT D W IEH] Authentication ¥1&
result = provider.authenticatelaothenticatinn)s
if (result != null) {

Iff(ﬁ) WIERRING . 3HE AR futhentication MR details FEIENBICIAER Authentication RTE

this.copyDetails(authentication, result);
break;

b
1 cateh (InternaliuthenticationServiceException | AccountStatusException warl3) {

this.prepareException(wvari3, authentication);
throw vari3;

1 rateh (AuthenticationExceptinn varld) |
lastException = varild;
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if (result == null && this.parent !'= null) {
try {

FA05Y AN ESEr, HEAA 2R AuthenticationManager HHTYSF

result = parentResult = this.parent.authenticate(authentication);

1} catch (ProviderNotFoundException warll) {

1 cateh (AuthenticationException wvar12) {

parentException = vari?;

lastException = vari2;

if feesult 1= onlly T

Jite) WERRIN 7 5, £ result FUBIENEE,, EHitEE=CH CredentialsContalner 30
if (thiz.eraseCredentialzAfterfuthentication && result instancesf CredentialsContainer) {

/ EhEHIEFLEIEA credentialsContainer EORY eraseCredentials() FiE

{(CredentialsContainer)result).eraseCredentials():

1

f107) EERN RIS

if (parentResult == null) {
this.eventPublisher.publishAuthenticationSuccess(result);

Caam

freey A 5, EmrISEER

if (lastException == null) {
lastException = new ProviderNotFoundException(this.messages.getMessage("ProviderManager. provideriotFol

if (parentException == null) {
this.prepareException((AuthenticationException)lastException, authentication);

LRAERThZERY (6 ) i372 , A CredentialsContainer I ZENXAY
eraseCredentials() FiZZERBRER. BF

UsernamePasswordAuthenticationToken SCIfY eraseCredentials() 5i% | iZ5

ESEMEESL3E -
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public abstract class AbstracteothenticationToken implements Auothentication, CredentialsContainer {
ff AEEEENT CredentialsContainer 3O

e

public weild eraseCredentials() {
ff credentials (BlR{EAFPER) =85 wll
this.eraseSecret(this.getCredentials());:
{1 principal FEELAURET Authentication AR UserDetails ZCIMZE; IO FHZCIM2tEEE
{1 B E, BB CredentialsContainer IO erazeCredentials() Fik;
I BTIRNEERR User #EaTS0INEHEO, LT TEHEE.
this.erazeSecret(this.getPrincipal());
this.eraseSecret(this.details):

private void eraseSecret(Ohject secret] {
if (secret instanceof CredentialsContatner) {
[(CredentialsContainerisecret) . eraseCredentials(]):

5.3.3 JAERETN/ K4k iR

EREEMESNERENRZOSS | & N REHRE]

UsernamePasswordAuthenticationFilter 3JE88HY doFilter() /57% , EEIAIERL
IH/KMAYLLIE

lic abstract classl&hstractﬁuthenticatinnprucessingFilterIextends CenericFilterBean implements Ap
Pface
£ THEES doFilter) Fik
public voild doFilter(ServletRequest ren, ServletResponse res, FilterChain chain) throws IOExcept
fface
try {
£ kAR authResult FTEFLE Fi# DacAuthenticationProvider 2EFY authenticate() FiLiR[DO]
authResult = thisz.attemptAuthentication(request, response);
¥ P
t cateh (AuthenticationException vard) {
£ B EEM R EE

this.unsuccessfulAuthentication(request, response, war9);

return;

e
7 ERRLAIERRIN BB EF

this.successfulfuthentication(request, response, chain, authResult):

&E successfulAuthentication) 1 unsuccessfulAuthentication() 7753 :
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public abstract c1334 AbstractAuthenticatianpracessingFilte{ extends CepericFilterBean implements App
ffooa
RERTATIn i I=: gl e
protected woid successfulfuthentication{HttpServletRequest renuest, HttpServletResponse response,
if (this.logger.isDebugEnabled()) {
this.Ingger.debugl "Authentication success. Updating SecurityContextHolder to contain:

[

H

Iff(l) FAERINAI AP E 2315 Authentication $EEH SecurityContext FE A, HIT A Security(
/f SecurityContextHolder 2AT Threadlocal F— 593, SiEsqEE
SecurityContextHelder.getContext (). setfuthentication(authResult):

Iff(2) renenberMe gRTE I
thiz.remenberMeServices. loginSuccess(request, response, authResult);
if (this.eventPublisher != null) {

3} EARihjFEEL
thiz.eventPublisher.publishEvent({new InteractivesuthenticationSuccessEvent(authResult, tf

3
{7700 EAEREThAESE |

thiz.sucressHandler onAuthenticationSuccess(renuest, response, authResult):

b
1 WAIERMERINE

protected void unsuccessfulfuthentication(HttpServletRenuest renuest, HttpServletResponse response, Aul
‘%ﬁ%iigﬁiﬁ SecurityContextHolder IFTRZAYT SecurityContext &
SecurityContextHolder.clearContext();
if (this.logger.isDebugEnabled())
this.logger.debug("authentication request fatled: " + fatled.toStringl), failed):
this. logger.debug("Updated SecurityContextHolder to contain null Authentication"):
this.logger.debug("Delegating to authentication failure handler " + this.fallureHandler):

ff12) rememberMe fH-IE

this.remenherMeServices. InginFall(request, response):
£103) ARV ESR MBS

this.Talluredandler.onfuthenticationFailure(request, response, failed);

1
AuthenticationManager
A
a?m
|
ProviderManager
AuthenticationProvider AuthenticationProvider AuthenticationProvider
A 05T
Z —
| =~
AnonymousAuthenticationProvider DaoAuthenticationProvider —%H{% UserDetailsService

| Authentication Tt } UserDetails
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5.4 SpringSecurity RIS

IR ESFBNANE TINERE | TENESERIBERE , 22X
ExceptionTranslationFilter ;33[E28F0 FilterSecurityInterceptor i3E8H TN,

5.4.1 ExceptionTranslationFilter i3iEz3

ZS IR TUHEREN , ARER(IRE , W TRRRRASKREEERT  EkE
SIS EFRHTR (BIE0 : SERIFERE] ) . BEAREBNT -

public class ExceptionTranslationFilter extends CenericFilterBean {
Fflcace
public veld doFilter(ServletReguest req, ServletResponse res, FilterChain chain) throws IOException, Ser
HttpServletRequest reqguest = (HttpServietRequestiren;

HttpServletResponse response = (HttpServletResponse)res:

try {
/700 SATERRE SRS EERT, THTES |

chain.doFilter(request, response);

this.logger.debug("Chain processed normally"):
} catch (I0Exception var?) {
throw wvar9;
} catch (Exception warig) {
|72 BEERHMMNSEHTINE |
Throwable[] causeChain = this.throwablefAnalyzer.determineCauseChain{varin);
ff REEEAERTER, BEmERFAEFMERNSE
RuntimeException ase = [AuthenticationException)this.throwableAnalyzer.getFirstThrowabledfType (A
if (ase == null) {
{f THERY IR IR AR AR
aze = [AcceszDeniedException)this.throwableanalyzer.getFirstThrowabledf Type(AccessDeniedExce

>
Y

5.4.2 FilterSecurityInterceptor iZiEsE

FilterSecurityInterceptor RIS IRE—MIIEEE 12T IR RITISssHE
NEE—MNIIEE | RIESRIREE AT S REREEBRIDEIG A EIR, R
INEZREMHERFEE | RLEMENRESBER— NI
ExceptionTranslationFilter H{THERFINME, BNRIZAOT :
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public class FilterSecurityInterceptor extends dhstractSecurityInterceptor implements Filter {
LY PR
ff THEEER doFiltert) Fif
public woid doFilter(ServletRequest request, ServletResponse response, FilterChain chain) throw
FilterInvocation f1 = new FilterInvocation(request, response, chain):

/18R ivoket) Fi%
this.imvake(fi);

public weild invoke(FilterInvacation f11 throws I0Exception, ServletException [
if (fi.getRenuest(]) '= null && fi.getRequest().getdttribute("_ spring_security filterSecurityInter
fi.getChain().doFilter(fi.getRequest(), fi.getResponse());
T oelse {
if (fi.getRenuest() != null && this.observedncePerRequest) {
fi.getRequest().setittributel"_ spring_security_filterSecurityInterceptor_filterApplied”,

£r01) TRIBE R PREL B b M ATE R E G A RINEI I AVEAR . MR RERE], NEEENSRE

InterceptorStatusToken token = super.beforelnvocation(fi);

try {
f102) IREFRFER, BT SpringtvC FHZLEETF DispatcherServiet sH{TIRE]
fi.getChaini ). .doFilter(fi.getRequest(), fi.getResponse()):

7X& , Spring Security AU ERSSERBCEE SpringMVC A9 LA
DispatcherServlet 1z17 2R, '@TJEEIR B5KIEY Spring Security HIFFBEITIEES |
AEKREREBIEREHARIR , 1ZBKEFEIET SpringMVC AU=#E85E,

5.5 SpringSecurity i5REXSAEEE
—BHAERID SR SR 2T Session ESMEKZEHEE , BB4 Spring

Security FENESCINEEIAERIBFEEXISR Authentication 5 Session 48ERYH1T
B,
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UsernamePassword
AuthenticationFilter

Authentication( A A 1iF) SeciityContext

AuthenticationManager PersistenceFilter

(ProviderManager)

SecurityContextHolder

AuthenticationProvider
(DaoAuthenticationProvider)

SecurityContext
(SecurityContextimpl)

UserDetailsService

LESR

2 Authentication( LA E)

UserDetails

o (ERIEHARINERINHIANES % successfulAuthentication() BY , BLATES :

public abstract classlJ’-‘«bstractf-‘authenticat’LunPrucess’LngF’thel extends CenericFilterBean implements Applicatior

ffloce

£ AERETS ALIE

protected woid successfulfAuthentication({HttpServletRequest request, HttpServletResponse response, FilterC
il
I,n’,n’ FEIMEFIRPEE S avthentication F1EEH SecurityContext FEH, HTTA SecurityContextHolder
SecuritylontextHolder.getContext().setfuthentication(authResult);
fioca

® &EZE SecurityContext O R ELSLINZE SecurityContextImpl , iZEK EHLH E X
Authentication AY$J% :

EX Threadlocal B $f % , =F (&

o

® ZTE SecurityContextHolder £ , iZ £ H
SecurityContext X452 :
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public class SecurityContextHolder {

ffcos
private static SecurityContextHolderStrategy strateagy:
private static int initializeCount = 03

public SecurityContextHolder() {
1

ite static void initialize() {
o (1stringltils. hasText({strategylame})

£ BH\EF MODE_THREADLOCAL 1HTH,
strategyName = "MODE_THREADLOCAL";

' (strategyName.equals("MODE_THREADLOCAL"YY
11 EHAEF ThreadLocalSecurityContextHolderStrateoy S8 strategy, HPIEHFER Threadlocal 3 SecurityContext HITTEAE
strategy = new ThreadlocalSecurityContextHolderStrategy():

- else if (strategyName.equals("MODE_INHERITABLETHREADLOCAL")) {

rbrabann = mes TahaedbahTaThenadl wnn] Camin S EufmntawEUeTl danChaabanud i

public static SecurityContext getContext() {
[ EERR, INRSRIEEFEREA) ThreadLocal<SecurityContexts SRR TASIEM .
£/ strategy.getContext() =R|BHELO—TH] SecurityContext 315,
fF HHBETHR SecurityContext ITEF=TEA Threadlocals<SecurityContests
return strategy.getContext():

public static wvoid setContext(SecurityContext context) {
[ BEEYEEEFER IR ThreadlocalsSecurityContext> FITFH

strategy.setContext (context):

public static wvoid clearContext() {
ff BT HAEEFE R ThreadlocalsSecurityContext= FI7F(E
strategy.clearContext();

final rlass ThreadlocalSecurityContextHnlderStrategy implenents SecurityContextHolderStrategy {

{1 R Threadlocal 3 SecurityContext H{TIEA
private static final ThreadlocalsSecurityContext= contextHolder = new Threadlocal();

ThreadLocalSecurityContextHolderStrateay() {
H

public SecurityContext getContext() {
ff EEAE, NESREEFEMERN ThreadlocalsSecurityContext> BHHARIRITH,
Jf getContext() =plEIHRO—7TH) SecurityContext 315,
ff HEIZETH] SecurityContext ITESTF A Threadlocal<SecurityContesxts
SecurityContext ctx = (SecurityContext)contextHolder.get();
if (etx == null) {
ctx = this.createEmptyContext();
contextHolder.set({ctx);
1

return ot



U‘réﬁfa P IR TFRERSHRA

public void setContext(SecurityContext context)
J R ELEEEIEZRTEIA ThreadLocal«SecurityContexts= FHEH

Assertonotlull({context, "Only non-null SecurityContext instances are permitted");
contextHolder.set(context);

public void clearContext() {
fOETHEEEIE AR Threadlocal=SecurityContexts BITERE
contextHolder.remove();

public SecurityContext createEmptyContext() {

1 BIEB—TR SecurityContext FE
return new SecurityContesxtInpl();

5.5.1 SecurityContextPersistenceFilter iJiEzs

BIEIRZY , £ UsernamePasswordAuthenticationFilter 1SEESIAUERIHZ
&, SEAETIAIG IR RIS EINERIAFEEXTSR Authentication Fisi
SecurityContext , FfEA SecurityContextHolder,

2[5 , IN£IE1Y SecurityContextPersistenceFilter 19888 , 1ZILESEHINIE
B ESNREIHE , BKERSTHE |, MMRERE—MNEZE , FiAEZZIE=sF
QIR ENFRIF (SR XYS Authentication &5 Session 48%E,

TANERLIHEINO ALY SecurityContextPersistenceFilter 19JEE8HT , &M
SecurityContextHolder FEXHEI T EIANERFEEXISR Authentication B9
SecurityContext , it Session 7, HiEKERZEERAY , BKEFLEHZITIERS | 1ZLE
BRSNS BTIESRAY Session 2E1FH SecurityContext X152 , HIRBNIEZITSREHEIR
BN SecurityContextHolder #7 , Z [SiZiERFIERIEIBREINERFER | EERISEIRA
[BARBEHTEDIAL ; BRERIRERT | iZIdiEsREEM SecurityContextHolder BXH
SecurityContext X152 , A\ Session F1, ERJERANT :

public class SecurityContextPersistenceFilter extends GenericFilterBean {
ffocc
1 THESEE doFiltert) %
public void doFilter(ServletRequest rern, ServletResponse res, FilterChain chain) throws IOExceptinon, ServietExce
HttpServletReguest reguest = (HttpServletReguestireq;
HttpServletResponse response = (HttpServletResponseres;

S Feaniee + oanbibtcihobadll racdinn caciedibn eenf o aneTSadlY 1o A1 T
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HitoRenuestResponseHolder holder = new HttpReguestResponseHolder(reguest, responsel;
F100) FEFERER, ESE] Session PEETFE SecurityContext 5,
/1 0RE, M Sesston FHERHIZRTS; NREH, GE—TTH SecurityContext 35

SecurityContext contextBeforeChainExecution = this.repo.loadContest(holder):
boolean varl3 = false;

try {
varli = true;
ﬁiﬁﬁﬁ SecurityContext ITEHLA SecurityContextHolder B
SecurityContextHolder.setContext(contextBaforeChainExecution);
[Fo|#AT—ritiss
chain.doFilter(holder.getRequest(), holder.getReszponse());
varl3 = false;
} finally [

ﬂ['ﬂ]F_EiEIEIET_T, A SecurityContextHolder FEYH, SecurityContext
SecurityContext contextAfterChainExecution = SecurityContextHolder.getContext(]:
f%-l},% SecurityContextHolder FIfY] SecurityContext 345
SecurityContextHolder.clearContext(;
JEEY AT SecurityContext TAEHNH Session
thiz.repo.saveContext(contextiAfterChainExecution, holder.getRequest(), holder.getResponse()):
request.removepttribute("_ spring_security_scpf_applied"):
if (debug) [

this.lvgger.debug( "SecurityContextHolder now cleared, as request processing completed");



